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Efficient Two-Round OT Extension and Silent 
Non-Interactive Secure Computation

Based on the results in [CCS:BCGIO17, CCS:BCGI18, CRYPTO:BCGIKS19, 
CCS:BCGIKRS19, CRYPTO:BCGIKS20, FOCS:BCGIKS20]



Classical cryptography: protecting 
communications. However, data are not 
only exchanged: they are often used in 
computations.
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Classical cryptography: protecting 
communications. However, data are not 
only exchanged: they are often used in 
computations.

Is it possible to protect data privacy even when it’s used in 
computations?
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E-voting

Tax-fraud detection
Auctions

Cloud computingContact tracing

Secure 
computation

Secure Computation - Examples
Scenarios
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Secure 2-Party Computation
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x0
<latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit>

x1
<latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit>

m0
<latexit sha1_base64="LJ89ouOpS0cgnhsO0ruj6i00d2Y="></latexit><latexit sha1_base64="LJ89ouOpS0cgnhsO0ruj6i00d2Y="></latexit><latexit sha1_base64="LJ89ouOpS0cgnhsO0ruj6i00d2Y="></latexit><latexit sha1_base64="LJ89ouOpS0cgnhsO0ruj6i00d2Y="></latexit>

m1
<latexit sha1_base64="5BuhVdXTmCduPnUjRcXZuazoW4c="></latexit><latexit sha1_base64="5BuhVdXTmCduPnUjRcXZuazoW4c="></latexit><latexit sha1_base64="5BuhVdXTmCduPnUjRcXZuazoW4c="></latexit><latexit sha1_base64="5BuhVdXTmCduPnUjRcXZuazoW4c="></latexit>

· · ·<latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit>

- both parties learn the output 
- no party learns additional information

f(x0, x1)
<latexit sha1_base64="E6LF6ImL0oylEWgieT1I6qhe/H0="></latexit><latexit sha1_base64="E6LF6ImL0oylEWgieT1I6qhe/H0="></latexit><latexit sha1_base64="E6LF6ImL0oylEWgieT1I6qhe/H0="></latexit><latexit sha1_base64="E6LF6ImL0oylEWgieT1I6qhe/H0="></latexit>

Computationally expensive
(Yao, 1986) Can evaluate any poly time function



Secure 2-Party Computation in the 
Preprocessing Model
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x0
<latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit>

x1
<latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit>

· · ·<latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit>

K0 K1Correlated randomness



Secure 2-Party Computation in the 
Preprocessing Model
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x0
<latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit><latexit sha1_base64="N3n7jHCZLsveW8LV3SqSJHLi8iI="></latexit>

x1
<latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit><latexit sha1_base64="iLPfXDFp4rjkXfdxQ+Xt7/IRkN0="></latexit>

· · ·<latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit><latexit sha1_base64="xmTaKAahL/I1coK0091ekdoYCvA="></latexit>

K0 K1Correlated randomness

Fast, information-theoretic online phase

Expensive preprocessing (storage and communication)
Security against dishonest majority



Example of a Useful Correlation: Oblivious Transfer
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c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit>

c0
<latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit>

a
<latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit>

b
<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>

OT

c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit> b

<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>

Security. Alice learns only     , Bob learns nothing c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit>

a0
<latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit>

a1
<latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit>



Example of a Useful Correlation: Oblivious Transfer

6

c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit>

c0
<latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit>

a
<latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit>

b
<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>

OT

c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit> b

<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>

Security. Alice learns only     , Bob learns nothing c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit>

a0
<latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit>

a1
<latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit>

c0 � c1 = a · b
<latexit sha1_base64="VpZM2ev94QW7mWKFenhuMWlKsHw="></latexit><latexit sha1_base64="VpZM2ev94QW7mWKFenhuMWlKsHw="></latexit><latexit sha1_base64="VpZM2ev94QW7mWKFenhuMWlKsHw="></latexit><latexit sha1_base64="VpZM2ev94QW7mWKFenhuMWlKsHw="></latexit>

=> degree 2 correlation

c0  a0, a (a1 � a0)
<latexit sha1_base64="n2XYZmsAgt1Tt5Ha1SsjPlVqBg8="></latexit><latexit sha1_base64="n2XYZmsAgt1Tt5Ha1SsjPlVqBg8="></latexit><latexit sha1_base64="n2XYZmsAgt1Tt5Ha1SsjPlVqBg8="></latexit><latexit sha1_base64="n2XYZmsAgt1Tt5Ha1SsjPlVqBg8="></latexit>
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c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit>

c0
<latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit>

a
<latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit>

b
<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>

OT

c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit> b

<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>

Security. Alice learns only     , Bob learns nothing c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit>

a0
<latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit><latexit sha1_base64="eBkarcZ01vsl1LZ6lJSstxnsyLM="></latexit>

a1
<latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit>

GMW Protocol. 2 OT per AND gate
Problem. OT is expensive (public-key primitive)

c0 � c1 = a · b
<latexit sha1_base64="VpZM2ev94QW7mWKFenhuMWlKsHw="></latexit><latexit sha1_base64="VpZM2ev94QW7mWKFenhuMWlKsHw="></latexit><latexit sha1_base64="VpZM2ev94QW7mWKFenhuMWlKsHw="></latexit><latexit sha1_base64="VpZM2ev94QW7mWKFenhuMWlKsHw="></latexit>

=> degree 2 correlation

c0  a0, a (a1 � a0)
<latexit sha1_base64="n2XYZmsAgt1Tt5Ha1SsjPlVqBg8="></latexit><latexit sha1_base64="n2XYZmsAgt1Tt5Ha1SsjPlVqBg8="></latexit><latexit sha1_base64="n2XYZmsAgt1Tt5Ha1SsjPlVqBg8="></latexit><latexit sha1_base64="n2XYZmsAgt1Tt5Ha1SsjPlVqBg8="></latexit>
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OT

[Bea96, IKNP03]

Hybrid Approach. Few base OTs + symmetric crypto 

Many (random) OTs c0
<latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit>

a
<latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit>

c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit> b

<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>
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OT

[Bea96, IKNP03]

Hybrid Approach. Few base OTs + symmetric crypto 

Many (random) OTs

Problem. Communication & storage linear in #OTs

c0
<latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit>

a
<latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit>

c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit> b

<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>
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OT

[Bea96, IKNP03]

Hybrid Approach. Few base OTs + symmetric crypto 

Many (random) OTs

Problem. Communication & storage linear in #OTs
Silent OT Extension. Communication & storage sublinear

c0
<latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit><latexit sha1_base64="FOkcFHKVOqQPL9TaZJxtViVU84M="></latexit>

a
<latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit><latexit sha1_base64="f5atNA9DNINZXjP9cklBau+Sc5g="></latexit>

c1
<latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit><latexit sha1_base64="qrnscFcbS8IqfmuwIVEC90VLP6c="></latexit> b

<latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit><latexit sha1_base64="QYqyo8+r60mJlQ3lMLSj5UPn36Q="></latexit>



Pseudorandom Generator

8

String

seed

Local expansion

Short seed

Long, pseudorandom string

PRG : {0, 1}n 7! {0, 1}m with m � n
<latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit><latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit><latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit><latexit sha1_base64="733qeDvNPBApkGmaOJ2byOEUA5M=">AAACtXicjVLLTsMwEJyGVykFyplLRIXEqUq4wBEJDhyLRB9SqVDiusXUeWA7SFXFD3Dl4xB/AH/B2gQJqBA4SjKe3Rl7vY5zKbQJgpeKt7S8srpWXa9t1GubW9uNeldnhWK8wzKZqX4caS5FyjtGGMn7ueJREkvei6enNt6750qLLL00s5wPk2iSirFgkSGqfd1oBq3ADX8RhCVoohxZ4xlXGCEDQ4EEHCkMYYkImp4BQgTIiRtiTpwiJFyc4wE10haUxSkjInZK3wnNBiWb0tx6aqdmtIqkV5HSxz5pMspThO1qvosXztmyv3nPnafd24z+cemVEGtwQ+xfus/M/+psLQZjHLsaBNWUO8ZWx0qXwp2K3bn/pSpDDjlxFo8orggzp/w8Z99ptKvdnm3k4q8u07J2zsrcAm92l9Tf8Gc3F0H3sBUSvghQxS72cEBtPMIJztFGhyxHeMSTd+bdencf98CrlBdiB9+Gp98B4YeM3A==</latexit><latexit sha1_base64="/AHuxSbitQgWI1nKC/9qZIMRxaE="></latexit><latexit sha1_base64="/AHuxSbitQgWI1nKC/9qZIMRxaE="></latexit><latexit sha1_base64="lmWuU3+fRe1oMDO4fUatIUr9sV8="></latexit><latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit><latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit><latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit><latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit><latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit><latexit sha1_base64="4GhEbyV7pQafbqGC3dR4WvUX8zQ="></latexit>

8 PPT A,
<latexit sha1_base64="lonq4Q06X/hyCg5beMRlPQORQWs="></latexit><latexit sha1_base64="lonq4Q06X/hyCg5beMRlPQORQWs="></latexit><latexit sha1_base64="lonq4Q06X/hyCg5beMRlPQORQWs="></latexit><latexit sha1_base64="lonq4Q06X/hyCg5beMRlPQORQWs="></latexit>

Formally,
|Pr[y  $ {0, 1}m : A(y) = 1]|� Pr[x $ {0, 1}n, y  PRG(x) : A(y) = 1]| ⇡ 0

<latexit sha1_base64="fhZSKK2a2ap0IylHcaZt+jSFvdQ="></latexit><latexit sha1_base64="fhZSKK2a2ap0IylHcaZt+jSFvdQ="></latexit><latexit sha1_base64="fhZSKK2a2ap0IylHcaZt+jSFvdQ="></latexit><latexit sha1_base64="fhZSKK2a2ap0IylHcaZt+jSFvdQ="></latexit>
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[BCGI18,BCGIKS19]

S0

K0

Local expansion

S1

K1

Local expansion

Short, correlated seeds

Long, correlated strings

few 
OTs

Many OTs



Pseudorandom Correlation Generator (PCG)

10

[BCGI18,BCGIKS19]

few 
OTs

Silent

PCGs have the  silent  feature.
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R0  Expand(k0)
<latexit sha1_base64="D5htXIAaSAkYqwrqm0SkIiPF+XE="></latexit><latexit sha1_base64="D5htXIAaSAkYqwrqm0SkIiPF+XE="></latexit><latexit sha1_base64="D5htXIAaSAkYqwrqm0SkIiPF+XE="></latexit><latexit sha1_base64="D5htXIAaSAkYqwrqm0SkIiPF+XE="></latexit>

R1  Expand(k1)
<latexit sha1_base64="OBkDN+S5IkofL7O7OTRfe/oa4ys="></latexit><latexit sha1_base64="OBkDN+S5IkofL7O7OTRfe/oa4ys="></latexit><latexit sha1_base64="OBkDN+S5IkofL7O7OTRfe/oa4ys="></latexit><latexit sha1_base64="OBkDN+S5IkofL7O7OTRfe/oa4ys="></latexit>

k0
<latexit sha1_base64="ut6dfTw9x57bNAh4n4dQO3g8dP4="></latexit><latexit sha1_base64="ut6dfTw9x57bNAh4n4dQO3g8dP4="></latexit><latexit sha1_base64="ut6dfTw9x57bNAh4n4dQO3g8dP4="></latexit><latexit sha1_base64="ut6dfTw9x57bNAh4n4dQO3g8dP4="></latexit>

k1
<latexit sha1_base64="B7GHqHu35cdm2nz/pszaE/1KBE4="></latexit><latexit sha1_base64="B7GHqHu35cdm2nz/pszaE/1KBE4="></latexit><latexit sha1_base64="B7GHqHu35cdm2nz/pszaE/1KBE4="></latexit><latexit sha1_base64="B7GHqHu35cdm2nz/pszaE/1KBE4="></latexit>

R0
<latexit sha1_base64="LAkVPyr2QvR0Qz/t6V4oW9QsiGc="></latexit><latexit sha1_base64="LAkVPyr2QvR0Qz/t6V4oW9QsiGc="></latexit><latexit sha1_base64="LAkVPyr2QvR0Qz/t6V4oW9QsiGc="></latexit><latexit sha1_base64="LAkVPyr2QvR0Qz/t6V4oW9QsiGc="></latexit>

R1
<latexit sha1_base64="d1sgfUTV8BfEXt7A7HeKDdSmTQQ="></latexit><latexit sha1_base64="d1sgfUTV8BfEXt7A7HeKDdSmTQQ="></latexit><latexit sha1_base64="d1sgfUTV8BfEXt7A7HeKDdSmTQQ="></latexit><latexit sha1_base64="d1sgfUTV8BfEXt7A7HeKDdSmTQQ="></latexit>

 Gen(1�)
<latexit sha1_base64="JExgY1Z8LjM5b/1b2QgBEuQtqj0="></latexit><latexit sha1_base64="JExgY1Z8LjM5b/1b2QgBEuQtqj0="></latexit><latexit sha1_base64="JExgY1Z8LjM5b/1b2QgBEuQtqj0="></latexit><latexit sha1_base64="JExgY1Z8LjM5b/1b2QgBEuQtqj0="></latexit>

( ),

Correctness.
Security.

rel(R0, R1) = 1
<latexit sha1_base64="SZnhkhLS69U97rZIkmzAV7poMSs="></latexit><latexit sha1_base64="SZnhkhLS69U97rZIkmzAV7poMSs="></latexit><latexit sha1_base64="SZnhkhLS69U97rZIkmzAV7poMSs="></latexit><latexit sha1_base64="SZnhkhLS69U97rZIkmzAV7poMSs="></latexit>

(k0, R1) ⇡ (k0, [R1 random s.t. rel(R0, R1) = 1])
<latexit sha1_base64="wINVwpMbnON9fSro0m/B/nQzzWk="></latexit><latexit sha1_base64="wINVwpMbnON9fSro0m/B/nQzzWk="></latexit><latexit sha1_base64="wINVwpMbnON9fSro0m/B/nQzzWk="></latexit><latexit sha1_base64="wINVwpMbnON9fSro0m/B/nQzzWk="></latexit>

+ Expand is a PRG
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Plug-and-play: can we use PCG to generate preprocessing material? 
We show several impossibility results (e.g. randomized functionalities) 
and some positive results (corruptible functionalities)

R0  Expand(k0)
<latexit sha1_base64="D5htXIAaSAkYqwrqm0SkIiPF+XE="></latexit><latexit sha1_base64="D5htXIAaSAkYqwrqm0SkIiPF+XE="></latexit><latexit sha1_base64="D5htXIAaSAkYqwrqm0SkIiPF+XE="></latexit><latexit sha1_base64="D5htXIAaSAkYqwrqm0SkIiPF+XE="></latexit>

R1  Expand(k1)
<latexit sha1_base64="OBkDN+S5IkofL7O7OTRfe/oa4ys="></latexit><latexit sha1_base64="OBkDN+S5IkofL7O7OTRfe/oa4ys="></latexit><latexit sha1_base64="OBkDN+S5IkofL7O7OTRfe/oa4ys="></latexit><latexit sha1_base64="OBkDN+S5IkofL7O7OTRfe/oa4ys="></latexit>

k0
<latexit sha1_base64="ut6dfTw9x57bNAh4n4dQO3g8dP4="></latexit><latexit sha1_base64="ut6dfTw9x57bNAh4n4dQO3g8dP4="></latexit><latexit sha1_base64="ut6dfTw9x57bNAh4n4dQO3g8dP4="></latexit><latexit sha1_base64="ut6dfTw9x57bNAh4n4dQO3g8dP4="></latexit>

k1
<latexit sha1_base64="B7GHqHu35cdm2nz/pszaE/1KBE4="></latexit><latexit sha1_base64="B7GHqHu35cdm2nz/pszaE/1KBE4="></latexit><latexit sha1_base64="B7GHqHu35cdm2nz/pszaE/1KBE4="></latexit><latexit sha1_base64="B7GHqHu35cdm2nz/pszaE/1KBE4="></latexit>

R0
<latexit sha1_base64="LAkVPyr2QvR0Qz/t6V4oW9QsiGc="></latexit><latexit sha1_base64="LAkVPyr2QvR0Qz/t6V4oW9QsiGc="></latexit><latexit sha1_base64="LAkVPyr2QvR0Qz/t6V4oW9QsiGc="></latexit><latexit sha1_base64="LAkVPyr2QvR0Qz/t6V4oW9QsiGc="></latexit>

R1
<latexit sha1_base64="d1sgfUTV8BfEXt7A7HeKDdSmTQQ="></latexit><latexit sha1_base64="d1sgfUTV8BfEXt7A7HeKDdSmTQQ="></latexit><latexit sha1_base64="d1sgfUTV8BfEXt7A7HeKDdSmTQQ="></latexit><latexit sha1_base64="d1sgfUTV8BfEXt7A7HeKDdSmTQQ="></latexit>

 Gen(1�)
<latexit sha1_base64="JExgY1Z8LjM5b/1b2QgBEuQtqj0="></latexit><latexit sha1_base64="JExgY1Z8LjM5b/1b2QgBEuQtqj0="></latexit><latexit sha1_base64="JExgY1Z8LjM5b/1b2QgBEuQtqj0="></latexit><latexit sha1_base64="JExgY1Z8LjM5b/1b2QgBEuQtqj0="></latexit>

( ),
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OT

bi
<latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit>

ri, ri ��
<latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit>

ri � bi�
<latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit>

Correlated OT:
[CCS:BCGIKS18, CRYPTO:BCGIKS19, CCS:BCGIKRS19]
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OT

bi
<latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit>

ri, ri ��
<latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit>

ri � bi�
<latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit>

Correlated OT:

Correlated OT + correlation-robust hash functions => OT [IKNP03]

H(ri � bi�)
<latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit>

H(ri), H(ri ��)
<latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit>

[CCS:BCGIKS18, CRYPTO:BCGIKS19, CCS:BCGIKRS19]
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OT

bi
<latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit><latexit sha1_base64="5zYip4HyLC/F0GWk1vcFYA/HW5c="></latexit>

ri, ri ��
<latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit><latexit sha1_base64="j4hCKoIlpdfSBAClFiYH6AHYXys="></latexit>

ri � bi�
<latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit><latexit sha1_base64="Yw6Qywoa56tzTpHI6BGI9eHEZjo="></latexit>

Correlated OT:

Correlated OT + correlation-robust hash functions => OT [IKNP03]

H(ri � bi�)
<latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit>

H(ri), H(ri ��)
<latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit>

(~r �~b ·�)� ~r = ~b ·�
<latexit sha1_base64="KGktSc08GyiSr0TNmb5igyWTY18="></latexit><latexit sha1_base64="KGktSc08GyiSr0TNmb5igyWTY18="></latexit><latexit sha1_base64="KGktSc08GyiSr0TNmb5igyWTY18="></latexit><latexit sha1_base64="KGktSc08GyiSr0TNmb5igyWTY18="></latexit>

Rephrasing correlated OT:

=) ~q � ~r = ~b ·�
<latexit sha1_base64="Z28QReWUg4E8XHSYDf6LpavqtcI="></latexit><latexit sha1_base64="Z28QReWUg4E8XHSYDf6LpavqtcI="></latexit><latexit sha1_base64="Z28QReWUg4E8XHSYDf6LpavqtcI="></latexit><latexit sha1_base64="Z28QReWUg4E8XHSYDf6LpavqtcI="></latexit>

[CCS:BCGIKS18, CRYPTO:BCGIKS19, CCS:BCGIKRS19]
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Correlated OT:

~q � ~r = ~b ·�
<latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit>

~q,~b
<latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit>

~r,�
<latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit>
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Correlated OT:

~q � ~r = ~b ·�
<latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit>

~q,~b
<latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit>

~r,�
<latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit>

additive shares of ~b ·�<latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit>
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Correlated OT:

~q � ~r = ~b ·�
<latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit>

~q,~b
<latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit>

~r,�
<latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit>

Goal: compressing       and~q,~b
<latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit>

~r,�
<latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit>

additive shares of ~b ·�<latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit>



Roadmap:

~b ·�
<latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit>

PPRFs
PCG for a unit vector 

Summation
PCG for a sparse ~b ·�

<latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit>

Syndrome decoding
PCG for a 
pseudorandom ~b ·�

<latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit>

PCG for Correlated OT - Strategy

14

Correlated OT:

~q � ~r = ~b ·�
<latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit>

~q,~b
<latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit>

~r,�
<latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit>

Goal: compressing       and~q,~b
<latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit><latexit sha1_base64="LIf+k4n0+tCRoVVJqmHCl/g5Y4Y="></latexit>

~r,�
<latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit><latexit sha1_base64="1bjXlyop3mn2yr+p5M7zlssdGy0="></latexit>

additive shares of ~b ·�<latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit><latexit sha1_base64="Ek87Xr0IH5yadtQ4QVw5kbvTE4k="></latexit>



First Tool: Puncturable PRFs

15

PRF:
F = {Fk}k

<latexit sha1_base64="yp0o1f7Qw3eqrbFtk0TbjYmSgKw="></latexit><latexit sha1_base64="yp0o1f7Qw3eqrbFtk0TbjYmSgKw="></latexit><latexit sha1_base64="yp0o1f7Qw3eqrbFtk0TbjYmSgKw="></latexit><latexit sha1_base64="yp0o1f7Qw3eqrbFtk0TbjYmSgKw="></latexit>

is indistinguishable from a truly random
function (via black-box access)

A function sampled from



First Tool: Puncturable PRFs

16

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>



Lengths-doubling PRG

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

First Tool: Puncturable PRFs

16

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>



Lengths-doubling PRG

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

First Tool: Puncturable PRFs

16

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>



PCG for Unit Vectors via PPRFs

17

 
1 … N 1 … N

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

0   1    0    …    0

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

~b =
<latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit>

~q =
<latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit>

�
<latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit>

= ~r
<latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit>

~q � ~r = ~b ·�
<latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit>

k⇤
<latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit>

k
<latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit>

Fk(↵)��
<latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit>



From Unit Vectors to Sparse Vectors via Addition

18

PCG for unit vectors => PCG for weight-t vectors 
by t-fold repetition of the unit vector version:



Syndrome Decoding (SD)

19

Notes:
• Security is similar to PQ cryptosystems 

e.g. BIKE, HQC [AAB+19, ABB+19] 
•  Not known to imply PKE for certain noise rates

Primal: Dual:



From Sparse to Pseudorandom via SD

20

By correctness of DPF + linearity of addition + linearity of SD:

~q � ~r = ~b ·�
<latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit><latexit sha1_base64="hczyS6wlAOJSamQb7PGKyZ+SO30="></latexit>



Wrapping Up - PCG for Correlated OT

21

 
1 … N 1 … N

0   1    0    …    0

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

~b =
<latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit>

~q =
<latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit>

= ~r
<latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit>

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit> �

<latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit>

k⇤
<latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit>

k
<latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit>

Fk(↵)��
<latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit>



Wrapping Up - PCG for Correlated OT
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1 … N 1 … N

0   1    0    …    0

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

~b =
<latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit>

~q =
<latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit>

= ~r
<latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit>

( ) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

( ) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

(

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit> �

<latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit>

k⇤
<latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit>

k
<latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit>

Fk(↵)��
<latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit>



Wrapping Up - PCG for Correlated OT

21

 
1 … N 1 … N

0   1    0    …    0

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

~b =
<latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit>

~q =
<latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit>

= ~r
<latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit>

( ) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

( ) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

(

Then sum and multiply by public matrices to get dense vectors 
Security: provably reduces to syndrome decoding

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit> �

<latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit>

k⇤
<latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit>

k
<latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit>

Fk(↵)��
<latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit>



Wrapping Up - PCG for Correlated OT
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1 … N 1 … N

0   1    0    …    0

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

~b =
<latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit>

~q =
<latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit>

= ~r
<latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit>

Correlated OT + correlation-robust hash functions => OT [IKNP03]

H(ri � bi�)
<latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit>

H(ri), H(ri ��)
<latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit>

( ) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

( ) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

(

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit> �

<latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit>

k⇤
<latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit>

k
<latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit>

Fk(↵)��
<latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit>



Wrapping Up - PCG for Correlated OT
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1 … N 1 … N

0   1    0    …    0

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

~b =
<latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit><latexit sha1_base64="KuI5X78wOLUXK+SSMV72Ty9G+ik="></latexit>

~q =
<latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit><latexit sha1_base64="V/SM/8KwAhY1bzeo7iWpILRT4Gc="></latexit>

= ~r
<latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit><latexit sha1_base64="Zsbed9nXDxAi45NhpKhi7q3WT6o="></latexit>

Correlated OT + correlation-robust hash functions => OT [IKNP03]

H(ri � bi�)
<latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit><latexit sha1_base64="KkyGYPDtd3cO+13zrU/it0Mmx/0="></latexit>

H(ri), H(ri ��)
<latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit><latexit sha1_base64="YpOuOvsSYaPQW7rsuTeAROapUqE="></latexit>

technicality: must use extension fields

( ) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

( ) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

) ⇥t
<latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit><latexit sha1_base64="Zi/oNa4fJv6nawT90fRXv+zlivU="></latexit>

(

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit> �

<latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit><latexit sha1_base64="RG3UPdqAuHNxgmZUtQ92xVwbPvo="></latexit>

k⇤
<latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit><latexit sha1_base64="ucBbr86z3cMqlGHXTI8zz37EKjY="></latexit>

k
<latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit><latexit sha1_base64="doeb1AYFjLvvn/N2igY5fs7gJnE="></latexit>

Fk(↵)��
<latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit><latexit sha1_base64="7FANEE4zOP9psOmNBiv31v07sQo="></latexit>
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Idea 1: 
Regular Syndrome 

Decoding

Idea 2: 
Quasi-Cyclic 

Syndrome Decoding



Distributing the Seed Generation
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↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>↵

<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>
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Malicious Security

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

Core idea: add consistency check inside the PPRF 
     extend the domain size from N to 2N, 

use a hash of the odd values to check the punctured key
=)

<latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit>
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Malicious Security

↵
<latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit><latexit sha1_base64="xYnPrYp2nLnXrtd27WkUVCjvqNI="></latexit>

Core idea: add consistency check inside the PPRF 
     extend the domain size from N to 2N, 

use a hash of the odd values to check the punctured key
=)

<latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit>
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Comparison - OT Extension, 128 bits Security

[BCGIKS19]
[BCGIKRS19]
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Open Problems, Ongoing Works

• Multiparty setting [CRYPTO:BCGIKS20] 
• Linear time computation (ongoing work) 
• Pseudorandom correlation functions [FOCS:BCGIKS20] 
•Large fields [CRYPTO:BCGIKS20] 

…



Thank you for your attention

28

Questions?


