
How to Generate Correlated Randomness from (variants of) LPN  
Part I

Based on joint works with: Elette Boyle, Niv Gilboa, Yuval Ishai, Lisa Kohl, 
Srinivasan Raghuraman, Peter Rindal, Peter Scholl



How to Generate Correlated Randomness from (variants of) LPN  
Part I

Based on joint works with: Elette Boyle, Niv Gilboa, Yuval Ishai, Lisa Kohl, 
Srinivasan Raghuraman, Peter Rindal, Peter Scholl

Stay tuned for part II :)



What is Secure Computation?



What is Secure Computation?
Secure communication
Goal: communicating a secret message

m
Output: Bob learns m

Security: Eve learns nothing



What is Secure Computation?
Secure communication
Goal: communicating a secret message

m
Output: Bob learns m

Security: Eve learns nothing

Secure computation
Goal: computing a (public) function on secret inputs

x y

fA( ⋅ , ⋅ ), fB( ⋅ , ⋅ )

fB(x, y)Output: Alice learns                and Bob learn
Security: Alice and Bob learn nothing else

fA(x, y)



What is Secure Computation?
Secure communication
Goal: communicating a secret message

m
Output: Bob learns m

Security: Eve learns nothing

Secure computation
Goal: computing a (public) function on secret inputs

x y

fA( ⋅ , ⋅ ), fB( ⋅ , ⋅ )

fB(x, y)Output: Alice learns                and Bob learn
Security: Alice and Bob learn nothing else

fA(x, y)

• It’s a more fine-grained approach to security: the function controls precisely what 
is learned (secure communication is all or nothing)


• It is much more demanding: now the adversary is internal (Alice must be protected 
against Bob, and Bob against Alice), and can influence the protocol!
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1. Use (additive) secret sharing 2. Write the function as a circuit

𝗌𝗁𝖺𝗋𝖾(x, y) ⟹ 𝗌𝗁𝖺𝗋𝖾(𝖦𝖠𝖳𝖤(x, y))

3. Use OT to compute the gates

I’ll skip the details for now, but feel 
free to ask for them!
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Pseudorandom Correlation Generators - Walkthrough

𝗌𝖾𝖾𝖽A 𝗌𝖾𝖾𝖽B
𝖦𝖾𝗇(1λ)

( ⃗u , ⃗w A) ∈ 𝔽n
2 × 𝔽n

2 ( ⃗v , ⃗w B) ∈ 𝔽n
2 × 𝔽n

2

𝖤𝗑𝗉𝖺𝗇𝖽(i, 𝗌𝖾𝖾𝖽i)

⃗w A + ⃗w B = ⃗u ⋆ ⃗vOblivious transfer correlation:

A quick reminder of what we want:  generates short 
correlated seeds which can be locally expanded into 
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Pseudorandom Correlation Generators - Walkthrough
A quick reminder of what we want:  generates short 
correlated seeds which can be locally expanded into 
pseudorandom instances of a target correlation.

𝖦𝖾𝗇 A construction from LPN

2. Constructing a PCG for subfield-VOLE

𝗌𝖾𝖾𝖽A 𝗌𝖾𝖾𝖽B
𝖦𝖾𝗇(1λ)

( ⃗u , ⃗w A) ∈ 𝔽n
2 × 𝔽n

2λ (x, ⃗w B) ∈ 𝔽2λ × 𝔽n
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𝖤𝗑𝗉𝖺𝗇𝖽(i, 𝗌𝖾𝖾𝖽i)

⃗w A + ⃗w B = x ⋅ ⃗u

 New target

Three steps:

1

2

3

Construction for a random unit vector  
from puncturable pseudorandom functions

⃗u

Construction for a random -sparse vector  
via  parallel repetitions of (1)

t ⃗u
t

Construction for a pseudorandom vector  
using dual-LPN

⃗u

1. Reduction to subfield-VOLE
0. Rewriting the ‘many OTs correlation’
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1. Reduction to subfield-VOLE

𝗌𝖾𝖾𝖽A = (x, K)

1 Construction for a random unit vector  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𝗌𝖾𝖾𝖽B = ( ⃗u ,
(α : uα = 1)

A construction from LPN

0. Rewriting the ‘many OTs correlation’
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1 Construction for a random unit vector  
from puncturable pseudorandom functions

⃗u

1. Reduction to subfield-VOLE

K

𝗌𝖾𝖾𝖽B = ( ⃗u ,
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from puncturable pseudorandom functions

⃗u
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GGM
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( ⃗u , ⃗w A) ∈ 𝔽n
2 × 𝔽n

2λ (x, ⃗w B) ∈ 𝔽2λ × 𝔽n
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⃗w A + ⃗w B = x ⋅ ⃗u

⃗w A ← 𝖥𝗎𝗅𝗅𝖤𝗏𝖺𝗅(K) ⃗w B ← 𝖨𝗇𝗌𝖾𝗋𝗍(x ⊕ FK(α), 𝖥𝗎𝗅𝗅𝖤𝗏𝖺𝗅(K{α}))

A construction from LPN
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2. Constructing a PCG for subfield-VOLE

Three steps:

1. Reduction to subfield-VOLE

𝗌𝖾𝖾𝖽B = ( ⃗u 1, K1
{α1}

, FK1(α1) ⊕ x)

1 Construction for a random unit vector  
from puncturable pseudorandom functions

⃗u

(α : uα = 1)

𝗌𝖾𝖾𝖽A = (x, K1)

2 Construction for a random -sparse vector  
via  parallel repetitions of (1)

t ⃗u
t

2 Construction for a random -sparse vector  
via  parallel repetitions of (1)

t ⃗u
t

K2 ( ⃗u 2, K2
{α1}

, FK2(α2) ⊕ x)

•Write  as a sum of  unit vectors 

•Apply the previous construction  times (with the same )

•After expansion, the parties locally sum their shares: 
 

⃗u t ⃗u 1⋯ ⃗u t
t x

(
t

⨁
i=1

⃗w i
A) ⊕ (

t

⨁
i=1

⃗w i
B) = x ⋅

t

⨁
i=1

⃗u i = x ⋅ ⃗u

⋮ ⋮
( ⃗u t, Kt

{αt}
, FKt(αt) ⊕ x)Kt

A construction from LPN

0. Rewriting the ‘many OTs correlation’
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2. Constructing a PCG for subfield-VOLE
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1 Construction for a random unit vector  
from puncturable pseudorandom functions

⃗u

2 Construction for a random -sparse vector  
via  parallel repetitions of (1)
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3 Construction for a pseudorandom vector  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3 Construction for a pseudorandom vector  
using dual-LPN
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𝗌𝖾𝖾𝖽A 𝗌𝖾𝖾𝖽B
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Same seeds as in step (2)

The LPN assumption - primal

-sparse vectort

A construction from LPN
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2. Constructing a PCG for subfield-VOLE

Three steps:

1. Reduction to subfield-VOLE

1 Construction for a random unit vector  
from puncturable pseudorandom functions

⃗u

2 Construction for a random -sparse vector  
via  parallel repetitions of (1)

t ⃗u
t

3 Construction for a pseudorandom vector  
using dual-LPN

⃗u

3 Construction for a pseudorandom vector  
using dual-LPN

⃗u

𝗌𝖾𝖾𝖽A 𝗌𝖾𝖾𝖽B

(x, ⃗w A) ( ⃗u , ⃗w B)

Same seeds as in step (2)

-sparse vectort

(x, H ⋅ ⃗w A) (H ⋅ ⃗u , H ⋅ ⃗w B)

H ⋅ ⃗w A + H ⋅ ⃗w B = H ⋅ (x ⋅ ⃗u ) = x ⋅ (H ⋅ ⃗u )

Pseudorandom under the LPN assumption

A construction from LPN
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Pseudorandom Correlation Generators - Efficiently?

𝗌𝖾𝖾𝖽A 𝗌𝖾𝖾𝖽B

(x, ⃗w A) ( ⃗u , ⃗w B)

|𝗌𝖾𝖾𝖽A | ≈ λ ⋅ t |𝗌𝖾𝖾𝖽B | ≈ λ ⋅ t ⋅ log n

⃗w A + ⃗w B = x ⋅ ⃗u

•  is a security parameter,  is an LPN 
noise parameter,  is the vector length.


• Converted to  pseudorandom OTs via a 
correlation-robust hash function.

λ t
n

n

Wrapping-up
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Placing the Assumption in the LPN Landscape

0.5

Noise

Remember this slide, shamefully 
stolen from Benny’s talk on 
Monday?

λ
n

exp(λ)

We use  samples and 
noise . Therefore, we have 
exp. security in , and we do 
not view  as the security 
parameter anymore (since it is 
our target number of OTs)

O(n)
λ/n

λ
n
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⃗w A + ⃗w B = x ⋅ ⃗u

•  is a security parameter,  is an LPN 
noise parameter,  is the vector length.


• Converted to  pseudorandom OTs via a 
correlation-robust hash function.

λ t
n

n

Wrapping-up

H ⋅

x ⋅ ⃗eBig random matrix

The expansion of the PCG boils down to the 
computation of

Where  is a very sparse vector, and (the shares of) the 
entries of  can be computed individually in log-time.

⃗e
x ⋅ ⃗e

Is this really efficient?
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|𝗌𝖾𝖾𝖽A | ≈ λ ⋅ t |𝗌𝖾𝖾𝖽B | ≈ λ ⋅ t ⋅ log n

⃗w A + ⃗w B = x ⋅ ⃗u

•  is a security parameter,  is an LPN 
noise parameter,  is the vector length.


• Converted to  pseudorandom OTs via a 
correlation-robust hash function.

λ t
n

n

Wrapping-up

H ⋅

x ⋅ ⃗eBig random matrix

The expansion of the PCG boils down to the 
computation of

Where  is a very sparse vector, and (the shares of) the 
entries of  can be computed individually in log-time.

⃗e
x ⋅ ⃗e

Is this really efficient?

This is nowhere near practical! 

Computing  takes a time quadratic in … 
But remember that  is the number of OTs we want: 
it’s easily in the millions or billions.

H ⋅ ⟨x ⋅ ⃗e ⟩ n
n
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correlation-robust hash function.

λ t
n

n

Wrapping-up

H ⋅

x ⋅ ⃗eBig random matrix

The expansion of the PCG boils down to the 
computation of

Where  is a very sparse vector, and (the shares of) the 
entries of  can be computed individually in log-time.

⃗e
x ⋅ ⃗e

Is this really efficient?

This is nowhere near practical! 

Computing  takes a time quadratic in … 
But remember that  is the number of OTs we want: 
it’s easily in the millions or billions.

H ⋅ ⟨x ⋅ ⃗e ⟩ n
n

We need to use variants of LPN, where multiplication 
by  is (much) faster, ideally linear-time.H



Pseudorandom Correlation Generators - Efficiently?

H ⋅We want: computing is fast, and the code generated by

G
is LPN-friendy



Pseudorandom Correlation Generators - Efficiently?

H ⋅We want: computing is fast, and the code generated by

G
is LPN-friendy

Candidate from the literature: quasi-cyclic codes (i.e., a code such that a cyclic shift by  of a codeword is still a 
codeword, for some value . 

• Resistant against LPN attacks: highly plausible  (was used in the design of several NIST proposals, e.g. 
BIKE, HQC, and LEDA, and are considered well studied) 

• Fast multiplication: not too bad due to Fast Fourier Transform,   

s
s

O(n ⋅ log n)



Pseudorandom Correlation Generators - Efficiently?

H ⋅We want: computing is fast, and the code generated by

G
is LPN-friendy

Candidate from the literature: quasi-cyclic codes (i.e., a code such that a cyclic shift by  of a codeword is still a 
codeword, for some value . 

• Resistant against LPN attacks: highly plausible  (was used in the design of several NIST proposals, e.g. 
BIKE, HQC, and LEDA, and are considered well studied) 

• Fast multiplication: not too bad due to Fast Fourier Transform,   

s
s

O(n ⋅ log n)

 is not too bad, but when  is huge, as in our scenario, it still gives a significant 
slowdown… Unfortunately, no existing well-understood ‘LPN-friendly’ candidate has linear time 
multiplication by . So… What do we do? 

We try to understand what makes a code ‘LPN-friendly’, and we craft our own!

O(n ⋅ log n) n
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Security of (variants of) LPN - Linear Tests
A tremendous number of attacks on LPN have been published…

•  Gaussian Elimination attacks 
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•  Sample-efficient BKW [A-R:Lyu05] 
•  Pooled Gauss [CRYPTO:EKM17] 
•  Well-pooled Gauss [CRYPTO:EKM17] 
•  Leviel-Fouque [SCN:LF06] 
•  Covering codes [JC:GJL19] 
•  Covering codes+ [BTV15] 
•  Covering codes++ [BV:AC16] 
•  Covering codes+++ [EC:ZJW16]

•  Information Set Decoding Attacks 
•  Prange’s algorithm [Prange62] 
•  Stern’s variant [ICIT:Stern88] 
•  Finiasz and Sendrier’s variant [AC:FS09] 
•  BJMM variant [EC:BJMM12] 
•  May-Ozerov variant [EC:MO15] 
•  Both-May variant [PQC:BM18] 
•  MMT variant [AC:MMT11] 
•  Well-pooled MMT [CRYPTO:EKM17] 
•  BLP variant [CRYPTO:BLP11]
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•  Linearization [EC:BM97] 
•  Linearization 2 [INDO:Saa07] 
•  Low-weight parity-check [Zichron17] 
• Low-deg approx [ITCS:ABGKR17]

•  Statistical Decoding Attacks 
•  Jabri’s attack [ICCC:Jab01] 
•  Overbeck’s variant [ACISP:Ove06] 
•  FKI’s variant [Trans.IT:FKI06] 
• Debris-Tillich variant [ISIT:DT17]
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(*): highly structured algebraic codes 
(e.g. Reed-Solomon) are a different beast
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Rephrasing the Sufficient Condition
Every subset of  rows of  is linearly independent 

 the left-kernel of  does not contain nonzero vector of weight less than  
 the dual code of , i.e., the code generated by the transpose of its parity check matrix , has linear 

minimum distance

O(n) G
⟺ G O(n)
⟺ G H

‘Provable’ candidates: recursive codes such as GDP, Spielman, Druk-Ishai (lack concrete efficiency). 
Heuristic / experimental candidates: [CRYPTO:CRS21] (based on Tillick-Zémor LDPC codes) 

More to come in the future
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In a sense, this is a (very partial) converse to the result, 
described by Benny last Monday, that this condition is also 
a necessary condition.

(Benny’s slide)
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Thank You for Your Attention!

Questions?
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