
Geoffroy Couteau

Secure Computation

In this course, we will introduce secure computation, an active 
research area in cryptography that aims at protecting private data 
even when they are used in computations.

couteau@irif.fr

The slides for the course will be online after the course. I encourage 
you to take notes and try to solve the exercises which will come up 
during the session. If you have any question after the course, don’t 
hesitate to mail me (address below)

mailto:couteau@irif.fr


Reminder - Oblivious Transfer

Sender Receiver
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

Selection bit b

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

b

sb
<latexit sha1_base64="c+ULyrvPUxWhoY6ssTMfkfkfSCc="></latexit><latexit sha1_base64="c+ULyrvPUxWhoY6ssTMfkfkfSCc="></latexit><latexit sha1_base64="c+ULyrvPUxWhoY6ssTMfkfkfSCc="></latexit><latexit sha1_base64="c+ULyrvPUxWhoY6ssTMfkfkfSCc="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>



Reminder - Two-Party Computation



Boolean Circuits



Boolean Circuits
Claim: any polytime-computable function can be computed by a poly size boolean 
circuit over the {XOR, AND} bases. 
Proof: that’s how your computer does it.



Garbled Circuits
Idea: « encrypting » the gates such that they can only be evaluated given appropriate 
keys, and while hiding their exact behavior.
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(K
0 ,K

1)
<latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit>

(K
0
0
,K

0
1
)

<latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit>



Garbled Circuits

(K
0 ,K

1)
<latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit>

(K
0
0
,K

0
1
)

<latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit>



Garbled Circuits

(K
0 ,K

1)
<latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit><latexit sha1_base64="Mly2h4tej4KQ70EL9U2RUzieeDQ="></latexit>

(K
0
0
,K

0
1
)

<latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit><latexit sha1_base64="j8/yAxWo6PIJziBzGRZKxph9igI="></latexit>



Two-Party Secure Computation for All 
Functions
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= sender inputs = 0101 = receiver inputs = 1100
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: use oblivious transfer: send directly



Two-Party Secure Computation for All 
Functions



Two-Party Secure Computation for All 
Functions



Secure Computation with Many Players



Secret Sharing
The Problem - Concrete Version

A company owns some very sensitive piece of 
information (e.g. a recipe, a business plan, etc). It 
has a board, composed of three members. The 
CEO wants to hand this information to the board, 
with the following guarantees:


•  If two (or more) members of the board agree to 
reveal the secret information to someone else, 
then they can do it;


•  However, no single board member should be 
able to leak any information about the secret, 
even if s.he is completely malicious.

CEO
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The Problem - Concrete Version

A company owns some very sensitive piece of 
information (e.g. a recipe, a business plan, etc). It 
has a board, composed of three members. The 
CEO wants to hand this information to the board, 
with the following guarantees:


•  If two (or more) members of the board agree to 
reveal the secret information to someone else, 
then they can do it;


•  However, no single board member should be 
able to leak any information about the secret, 
even if s.he is completely malicious.

CEO

Ideas?



Secret Sharing
The Problem - Abstract Version

We want to split a secret s between n parties 
such that:


•  If at least t out of n parties collaborate, they 
can jointly reconstruct the secret s, but


•  If strictly less than t parties collaborate, they 
learn no information whatsoever about s

(t,n)-secret sharing scheme

s
<latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit>

s1
<latexit sha1_base64="W0OXWtW4QayAteMyq+GmSVeXLkA="></latexit><latexit sha1_base64="W0OXWtW4QayAteMyq+GmSVeXLkA="></latexit><latexit sha1_base64="W0OXWtW4QayAteMyq+GmSVeXLkA="></latexit><latexit sha1_base64="W0OXWtW4QayAteMyq+GmSVeXLkA="></latexit>

s2
<latexit sha1_base64="cR151kLVDOGczo9jepwRfbBNmac="></latexit><latexit sha1_base64="cR151kLVDOGczo9jepwRfbBNmac="></latexit><latexit sha1_base64="cR151kLVDOGczo9jepwRfbBNmac="></latexit><latexit sha1_base64="cR151kLVDOGczo9jepwRfbBNmac="></latexit>

s3
<latexit sha1_base64="bx5youl4ofbYmkSEfrRtuS1s8VU="></latexit><latexit sha1_base64="bx5youl4ofbYmkSEfrRtuS1s8VU="></latexit><latexit sha1_base64="bx5youl4ofbYmkSEfrRtuS1s8VU="></latexit><latexit sha1_base64="bx5youl4ofbYmkSEfrRtuS1s8VU="></latexit>

s4
<latexit sha1_base64="h2reHJTvCoaRcWAec8urfrucoyw="></latexit><latexit sha1_base64="h2reHJTvCoaRcWAec8urfrucoyw="></latexit><latexit sha1_base64="h2reHJTvCoaRcWAec8urfrucoyw="></latexit><latexit sha1_base64="h2reHJTvCoaRcWAec8urfrucoyw="></latexit>

s5
<latexit sha1_base64="hZevluurIK2s/A73lTx07tYQC6A="></latexit><latexit sha1_base64="hZevluurIK2s/A73lTx07tYQC6A="></latexit><latexit sha1_base64="hZevluurIK2s/A73lTx07tYQC6A="></latexit><latexit sha1_base64="hZevluurIK2s/A73lTx07tYQC6A="></latexit>

(s1, s2, s3, s4, s5) = Share(s)
<latexit sha1_base64="46iXIhcqSYaCq3hMQDzeXWl1dVQ="></latexit><latexit sha1_base64="46iXIhcqSYaCq3hMQDzeXWl1dVQ="></latexit><latexit sha1_base64="46iXIhcqSYaCq3hMQDzeXWl1dVQ="></latexit><latexit sha1_base64="46iXIhcqSYaCq3hMQDzeXWl1dVQ="></latexit>

{si}i2Q leaks nothing about s if |Q| < 3
<latexit sha1_base64="egr/LpgI67haqcSQDu1X+/xa5dY="></latexit><latexit sha1_base64="egr/LpgI67haqcSQDu1X+/xa5dY="></latexit><latexit sha1_base64="egr/LpgI67haqcSQDu1X+/xa5dY="></latexit><latexit sha1_base64="egr/LpgI67haqcSQDu1X+/xa5dY="></latexit>

Reconstruct({si}i2Q) = s i↵ |Q| � 3
<latexit sha1_base64="6fnUc/5qJx0JnSrMX+opKTxPHmM="></latexit><latexit sha1_base64="6fnUc/5qJx0JnSrMX+opKTxPHmM="></latexit><latexit sha1_base64="6fnUc/5qJx0JnSrMX+opKTxPHmM="></latexit><latexit sha1_base64="6fnUc/5qJx0JnSrMX+opKTxPHmM="></latexit>



(n,n)-Secret Sharing
8j, (si)i 6=j

<latexit sha1_base64="mrSkRSlkr6XX9xY7u6KGAqeJxNY="></latexit><latexit sha1_base64="mrSkRSlkr6XX9xY7u6KGAqeJxNY="></latexit><latexit sha1_base64="mrSkRSlkr6XX9xY7u6KGAqeJxNY="></latexit><latexit sha1_base64="mrSkRSlkr6XX9xY7u6KGAqeJxNY="></latexit>

s 2 {0, 1}`
<latexit sha1_base64="i9dZl1O9MHcUBOivSAVNa/4VsSo=">AAAC13icjVHLSsNAFD3GV62vWpdugkVwIZKIoEvRjcsKtlWMSpJOdXCahJmJKKW4E7f+gFv9I/EP9C+8M0ZQi+iEJGfOvefM3HujTHClPe9lyBkeGR0bL02UJ6emZ2Yrc9WmSnMZs0acilQeRKFigiesobkW7CCTLOxGgrWiix0Tb10yqXia7OvrjB1 3w7OEd3gcaqJOK1XlBjxxg5634gf9k4AJcVqpeaueXe4g8AtQQ7HqaeUZAdpIESNHFwwJNGGBEIqeI/jwkBF3jB5xkhC3cYY+yqTNKYtRRkjsBX3PaHdUsAntjaey6phOEfRKUrpYIk1KeZKwOc218dw6G/Y37571NHe7pn9UeHWJ1Tgn9i/dZ+Z/daYWjQ42bQ2casosY6qLC5fcdsXc3P1SlSaHjDiD2xSXhGOr/OyzazXK1m56G9r4q800rNnHRW6ON3NLGrD/c5yDoLm26hPeW69tbRejLmEBi1imeW5gC7uoo0HeV3jAI56cQ+fGuXXuPlKdoUIzj2/LuX8HE8KV+g==</latexit><latexit sha1_base64="i9dZl1O9MHcUBOivSAVNa/4VsSo=">AAAC13icjVHLSsNAFD3GV62vWpdugkVwIZKIoEvRjcsKtlWMSpJOdXCahJmJKKW4E7f+gFv9I/EP9C+8M0ZQi+iEJGfOvefM3HujTHClPe9lyBkeGR0bL02UJ6emZ2Yrc9WmSnMZs0acilQeRKFigiesobkW7CCTLOxGgrWiix0Tb10yqXia7OvrjB1 3w7OEd3gcaqJOK1XlBjxxg5634gf9k4AJcVqpeaueXe4g8AtQQ7HqaeUZAdpIESNHFwwJNGGBEIqeI/jwkBF3jB5xkhC3cYY+yqTNKYtRRkjsBX3PaHdUsAntjaey6phOEfRKUrpYIk1KeZKwOc218dw6G/Y37571NHe7pn9UeHWJ1Tgn9i/dZ+Z/daYWjQ42bQ2casosY6qLC5fcdsXc3P1SlSaHjDiD2xSXhGOr/OyzazXK1m56G9r4q800rNnHRW6ON3NLGrD/c5yDoLm26hPeW69tbRejLmEBi1imeW5gC7uoo0HeV3jAI56cQ+fGuXXuPlKdoUIzj2/LuX8HE8KV+g==</latexit><latexit sha1_base64="i9dZl1O9MHcUBOivSAVNa/4VsSo=">AAAC13icjVHLSsNAFD3GV62vWpdugkVwIZKIoEvRjcsKtlWMSpJOdXCahJmJKKW4E7f+gFv9I/EP9C+8M0ZQi+iEJGfOvefM3HujTHClPe9lyBkeGR0bL02UJ6emZ2Yrc9WmSnMZs0acilQeRKFigiesobkW7CCTLOxGgrWiix0Tb10yqXia7OvrjB1 3w7OEd3gcaqJOK1XlBjxxg5634gf9k4AJcVqpeaueXe4g8AtQQ7HqaeUZAdpIESNHFwwJNGGBEIqeI/jwkBF3jB5xkhC3cYY+yqTNKYtRRkjsBX3PaHdUsAntjaey6phOEfRKUrpYIk1KeZKwOc218dw6G/Y37571NHe7pn9UeHWJ1Tgn9i/dZ+Z/daYWjQ42bQ2casosY6qLC5fcdsXc3P1SlSaHjDiD2xSXhGOr/OyzazXK1m56G9r4q800rNnHRW6ON3NLGrD/c5yDoLm26hPeW69tbRejLmEBi1imeW5gC7uoo0HeV3jAI56cQ+fGuXXuPlKdoUIzj2/LuX8HE8KV+g==</latexit><latexit sha1_base64="i9dZl1O9MHcUBOivSAVNa/4VsSo=">AAAC13icjVHLSsNAFD3GV62vWpdugkVwIZKIoEvRjcsKtlWMSpJOdXCahJmJKKW4E7f+gFv9I/EP9C+8M0ZQi+iEJGfOvefM3HujTHClPe9lyBkeGR0bL02UJ6emZ2Yrc9WmSnMZs0acilQeRKFigiesobkW7CCTLOxGgrWiix0Tb10yqXia7OvrjB1 3w7OEd3gcaqJOK1XlBjxxg5634gf9k4AJcVqpeaueXe4g8AtQQ7HqaeUZAdpIESNHFwwJNGGBEIqeI/jwkBF3jB5xkhC3cYY+yqTNKYtRRkjsBX3PaHdUsAntjaey6phOEfRKUrpYIk1KeZKwOc218dw6G/Y37571NHe7pn9UeHWJ1Tgn9i/dZ+Z/daYWjQ42bQ2casosY6qLC5fcdsXc3P1SlSaHjDiD2xSXhGOr/OyzazXK1m56G9r4q800rNnHRW6ON3NLGrD/c5yDoLm26hPeW69tbRejLmEBi1imeW5gC7uoo0HeV3jAI56cQ+fGuXXuPlKdoUIzj2/LuX8HE8KV+g==</latexit>

8i 2 [1, n� 1], si  r {0, 1}`
<latexit sha1_base64="DRmvLsZZWW08Y2InaIPjxj12EKA=">AAAC/HicjVHLTtwwFD2EN+Ux0CUbi1GlLgaUICRYIrphSaUOIE2mIyd4BgvnIdtBQqPhT9h1h9jyA2zpuuoftH/RazdIPITAUZLjc+859r03KZU0Ngx/jwXjE5NT0zOzcx/mFxaXGssrh6aodCraaaEKfZxwI5TMRdtKq8RxqQXPEiWOkrMvLn50LrS RRf7NXpSim/FBLvsy5ZaoXmM77heaK8VkLHPWiVr5etRtMdOTLB4Ia3pxxu2p6Q/1iMXDsBXFo++xUKrXaIYboV/sJYhq0ES9DorGL8Q4QYEUFTII5LCEFTgMPR1ECFES18WQOE1I+rjACHOkrShLUAYn9oy+A9p1ajanvfM0Xp3SKYpeTUqGT6QpKE8TdqcxH6+8s2Nf8x56T3e3C/ontVdGrMUpsW/pHjLfq3O1WPSx42uQVFPpGVddWrtUvivu5uxRVZYcSuIcPqG4Jpx65UOfmdcYX7vrLffxPz7TsW6f1rkV/rpb0oCj5+N8CQ43NyLCX7eau3v1qGewijV8pnluYxf7OECbvK9wh3v8DC6DH8F1cPM/NRirNR/xZAW3/wC60KSd</latexit><latexit sha1_base64="DRmvLsZZWW08Y2InaIPjxj12EKA=">AAAC/HicjVHLTtwwFD2EN+Ux0CUbi1GlLgaUICRYIrphSaUOIE2mIyd4BgvnIdtBQqPhT9h1h9jyA2zpuuoftH/RazdIPITAUZLjc+859r03KZU0Ngx/jwXjE5NT0zOzcx/mFxaXGssrh6aodCraaaEKfZxwI5TMRdtKq8RxqQXPEiWOkrMvLn50LrS RRf7NXpSim/FBLvsy5ZaoXmM77heaK8VkLHPWiVr5etRtMdOTLB4Ia3pxxu2p6Q/1iMXDsBXFo++xUKrXaIYboV/sJYhq0ES9DorGL8Q4QYEUFTII5LCEFTgMPR1ECFES18WQOE1I+rjACHOkrShLUAYn9oy+A9p1ajanvfM0Xp3SKYpeTUqGT6QpKE8TdqcxH6+8s2Nf8x56T3e3C/ontVdGrMUpsW/pHjLfq3O1WPSx42uQVFPpGVddWrtUvivu5uxRVZYcSuIcPqG4Jpx65UOfmdcYX7vrLffxPz7TsW6f1rkV/rpb0oCj5+N8CQ43NyLCX7eau3v1qGewijV8pnluYxf7OECbvK9wh3v8DC6DH8F1cPM/NRirNR/xZAW3/wC60KSd</latexit><latexit sha1_base64="DRmvLsZZWW08Y2InaIPjxj12EKA=">AAAC/HicjVHLTtwwFD2EN+Ux0CUbi1GlLgaUICRYIrphSaUOIE2mIyd4BgvnIdtBQqPhT9h1h9jyA2zpuuoftH/RazdIPITAUZLjc+859r03KZU0Ngx/jwXjE5NT0zOzcx/mFxaXGssrh6aodCraaaEKfZxwI5TMRdtKq8RxqQXPEiWOkrMvLn50LrS RRf7NXpSim/FBLvsy5ZaoXmM77heaK8VkLHPWiVr5etRtMdOTLB4Ia3pxxu2p6Q/1iMXDsBXFo++xUKrXaIYboV/sJYhq0ES9DorGL8Q4QYEUFTII5LCEFTgMPR1ECFES18WQOE1I+rjACHOkrShLUAYn9oy+A9p1ajanvfM0Xp3SKYpeTUqGT6QpKE8TdqcxH6+8s2Nf8x56T3e3C/ontVdGrMUpsW/pHjLfq3O1WPSx42uQVFPpGVddWrtUvivu5uxRVZYcSuIcPqG4Jpx65UOfmdcYX7vrLffxPz7TsW6f1rkV/rpb0oCj5+N8CQ43NyLCX7eau3v1qGewijV8pnluYxf7OECbvK9wh3v8DC6DH8F1cPM/NRirNR/xZAW3/wC60KSd</latexit><latexit sha1_base64="DRmvLsZZWW08Y2InaIPjxj12EKA=">AAAC/HicjVHLTtwwFD2EN+Ux0CUbi1GlLgaUICRYIrphSaUOIE2mIyd4BgvnIdtBQqPhT9h1h9jyA2zpuuoftH/RazdIPITAUZLjc+859r03KZU0Ngx/jwXjE5NT0zOzcx/mFxaXGssrh6aodCraaaEKfZxwI5TMRdtKq8RxqQXPEiWOkrMvLn50LrS RRf7NXpSim/FBLvsy5ZaoXmM77heaK8VkLHPWiVr5etRtMdOTLB4Ia3pxxu2p6Q/1iMXDsBXFo++xUKrXaIYboV/sJYhq0ES9DorGL8Q4QYEUFTII5LCEFTgMPR1ECFES18WQOE1I+rjACHOkrShLUAYn9oy+A9p1ajanvfM0Xp3SKYpeTUqGT6QpKE8TdqcxH6+8s2Nf8x56T3e3C/ontVdGrMUpsW/pHjLfq3O1WPSx42uQVFPpGVddWrtUvivu5uxRVZYcSuIcPqG4Jpx65UOfmdcYX7vrLffxPz7TsW6f1rkV/rpb0oCj5+N8CQ43NyLCX7eau3v1qGewijV8pnluYxf7OECbvK9wh3v8DC6DH8F1cPM/NRirNR/xZAW3/wC60KSd</latexit>

sn  s1 � s2 � · · ·� sn�1 � s
<latexit sha1_base64="1VBG/pHs419L96FPZ+shhBJkf6k="></latexit><latexit sha1_base64="1VBG/pHs419L96FPZ+shhBJkf6k="></latexit><latexit sha1_base64="1VBG/pHs419L96FPZ+shhBJkf6k="></latexit><latexit sha1_base64="1VBG/pHs419L96FPZ+shhBJkf6k="></latexit>

s = s1 � s2 � · · ·� sn
<latexit sha1_base64="VBvenAlDIBmiD0loATjPx9ryizw="></latexit><latexit sha1_base64="VBvenAlDIBmiD0loATjPx9ryizw="></latexit><latexit sha1_base64="VBvenAlDIBmiD0loATjPx9ryizw="></latexit><latexit sha1_base64="VBvenAlDIBmiD0loATjPx9ryizw="></latexit>

Secret:


Share:


Reconstruct:

A simple scheme: Important: convince yourself that 
leaks no information about s

<latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit>



(n,n)-Secret Sharing
8j, (si)i 6=j

<latexit sha1_base64="mrSkRSlkr6XX9xY7u6KGAqeJxNY="></latexit><latexit sha1_base64="mrSkRSlkr6XX9xY7u6KGAqeJxNY="></latexit><latexit sha1_base64="mrSkRSlkr6XX9xY7u6KGAqeJxNY="></latexit><latexit sha1_base64="mrSkRSlkr6XX9xY7u6KGAqeJxNY="></latexit>

s 2 {0, 1}`
<latexit sha1_base64="i9dZl1O9MHcUBOivSAVNa/4VsSo=">AAAC13icjVHLSsNAFD3GV62vWpdugkVwIZKIoEvRjcsKtlWMSpJOdXCahJmJKKW4E7f+gFv9I/EP9C+8M0ZQi+iEJGfOvefM3HujTHClPe9lyBkeGR0bL02UJ6emZ2Yrc9WmSnMZs0acilQeRKFigiesobkW7CCTLOxGgrWiix0Tb10yqXia7OvrjB1 3w7OEd3gcaqJOK1XlBjxxg5634gf9k4AJcVqpeaueXe4g8AtQQ7HqaeUZAdpIESNHFwwJNGGBEIqeI/jwkBF3jB5xkhC3cYY+yqTNKYtRRkjsBX3PaHdUsAntjaey6phOEfRKUrpYIk1KeZKwOc218dw6G/Y37571NHe7pn9UeHWJ1Tgn9i/dZ+Z/daYWjQ42bQ2casosY6qLC5fcdsXc3P1SlSaHjDiD2xSXhGOr/OyzazXK1m56G9r4q800rNnHRW6ON3NLGrD/c5yDoLm26hPeW69tbRejLmEBi1imeW5gC7uoo0HeV3jAI56cQ+fGuXXuPlKdoUIzj2/LuX8HE8KV+g==</latexit><latexit sha1_base64="i9dZl1O9MHcUBOivSAVNa/4VsSo=">AAAC13icjVHLSsNAFD3GV62vWpdugkVwIZKIoEvRjcsKtlWMSpJOdXCahJmJKKW4E7f+gFv9I/EP9C+8M0ZQi+iEJGfOvefM3HujTHClPe9lyBkeGR0bL02UJ6emZ2Yrc9WmSnMZs0acilQeRKFigiesobkW7CCTLOxGgrWiix0Tb10yqXia7OvrjB1 3w7OEd3gcaqJOK1XlBjxxg5634gf9k4AJcVqpeaueXe4g8AtQQ7HqaeUZAdpIESNHFwwJNGGBEIqeI/jwkBF3jB5xkhC3cYY+yqTNKYtRRkjsBX3PaHdUsAntjaey6phOEfRKUrpYIk1KeZKwOc218dw6G/Y37571NHe7pn9UeHWJ1Tgn9i/dZ+Z/daYWjQ42bQ2casosY6qLC5fcdsXc3P1SlSaHjDiD2xSXhGOr/OyzazXK1m56G9r4q800rNnHRW6ON3NLGrD/c5yDoLm26hPeW69tbRejLmEBi1imeW5gC7uoo0HeV3jAI56cQ+fGuXXuPlKdoUIzj2/LuX8HE8KV+g==</latexit><latexit sha1_base64="i9dZl1O9MHcUBOivSAVNa/4VsSo=">AAAC13icjVHLSsNAFD3GV62vWpdugkVwIZKIoEvRjcsKtlWMSpJOdXCahJmJKKW4E7f+gFv9I/EP9C+8M0ZQi+iEJGfOvefM3HujTHClPe9lyBkeGR0bL02UJ6emZ2Yrc9WmSnMZs0acilQeRKFigiesobkW7CCTLOxGgrWiix0Tb10yqXia7OvrjB1 3w7OEd3gcaqJOK1XlBjxxg5634gf9k4AJcVqpeaueXe4g8AtQQ7HqaeUZAdpIESNHFwwJNGGBEIqeI/jwkBF3jB5xkhC3cYY+yqTNKYtRRkjsBX3PaHdUsAntjaey6phOEfRKUrpYIk1KeZKwOc218dw6G/Y37571NHe7pn9UeHWJ1Tgn9i/dZ+Z/daYWjQ42bQ2casosY6qLC5fcdsXc3P1SlSaHjDiD2xSXhGOr/OyzazXK1m56G9r4q800rNnHRW6ON3NLGrD/c5yDoLm26hPeW69tbRejLmEBi1imeW5gC7uoo0HeV3jAI56cQ+fGuXXuPlKdoUIzj2/LuX8HE8KV+g==</latexit><latexit sha1_base64="i9dZl1O9MHcUBOivSAVNa/4VsSo=">AAAC13icjVHLSsNAFD3GV62vWpdugkVwIZKIoEvRjcsKtlWMSpJOdXCahJmJKKW4E7f+gFv9I/EP9C+8M0ZQi+iEJGfOvefM3HujTHClPe9lyBkeGR0bL02UJ6emZ2Yrc9WmSnMZs0acilQeRKFigiesobkW7CCTLOxGgrWiix0Tb10yqXia7OvrjB1 3w7OEd3gcaqJOK1XlBjxxg5634gf9k4AJcVqpeaueXe4g8AtQQ7HqaeUZAdpIESNHFwwJNGGBEIqeI/jwkBF3jB5xkhC3cYY+yqTNKYtRRkjsBX3PaHdUsAntjaey6phOEfRKUrpYIk1KeZKwOc218dw6G/Y37571NHe7pn9UeHWJ1Tgn9i/dZ+Z/daYWjQ42bQ2casosY6qLC5fcdsXc3P1SlSaHjDiD2xSXhGOr/OyzazXK1m56G9r4q800rNnHRW6ON3NLGrD/c5yDoLm26hPeW69tbRejLmEBi1imeW5gC7uoo0HeV3jAI56cQ+fGuXXuPlKdoUIzj2/LuX8HE8KV+g==</latexit>

8i 2 [1, n� 1], si  r {0, 1}`
<latexit sha1_base64="DRmvLsZZWW08Y2InaIPjxj12EKA=">AAAC/HicjVHLTtwwFD2EN+Ux0CUbi1GlLgaUICRYIrphSaUOIE2mIyd4BgvnIdtBQqPhT9h1h9jyA2zpuuoftH/RazdIPITAUZLjc+859r03KZU0Ngx/jwXjE5NT0zOzcx/mFxaXGssrh6aodCraaaEKfZxwI5TMRdtKq8RxqQXPEiWOkrMvLn50LrS RRf7NXpSim/FBLvsy5ZaoXmM77heaK8VkLHPWiVr5etRtMdOTLB4Ia3pxxu2p6Q/1iMXDsBXFo++xUKrXaIYboV/sJYhq0ES9DorGL8Q4QYEUFTII5LCEFTgMPR1ECFES18WQOE1I+rjACHOkrShLUAYn9oy+A9p1ajanvfM0Xp3SKYpeTUqGT6QpKE8TdqcxH6+8s2Nf8x56T3e3C/ontVdGrMUpsW/pHjLfq3O1WPSx42uQVFPpGVddWrtUvivu5uxRVZYcSuIcPqG4Jpx65UOfmdcYX7vrLffxPz7TsW6f1rkV/rpb0oCj5+N8CQ43NyLCX7eau3v1qGewijV8pnluYxf7OECbvK9wh3v8DC6DH8F1cPM/NRirNR/xZAW3/wC60KSd</latexit><latexit sha1_base64="DRmvLsZZWW08Y2InaIPjxj12EKA=">AAAC/HicjVHLTtwwFD2EN+Ux0CUbi1GlLgaUICRYIrphSaUOIE2mIyd4BgvnIdtBQqPhT9h1h9jyA2zpuuoftH/RazdIPITAUZLjc+859r03KZU0Ngx/jwXjE5NT0zOzcx/mFxaXGssrh6aodCraaaEKfZxwI5TMRdtKq8RxqQXPEiWOkrMvLn50LrS RRf7NXpSim/FBLvsy5ZaoXmM77heaK8VkLHPWiVr5etRtMdOTLB4Ia3pxxu2p6Q/1iMXDsBXFo++xUKrXaIYboV/sJYhq0ES9DorGL8Q4QYEUFTII5LCEFTgMPR1ECFES18WQOE1I+rjACHOkrShLUAYn9oy+A9p1ajanvfM0Xp3SKYpeTUqGT6QpKE8TdqcxH6+8s2Nf8x56T3e3C/ontVdGrMUpsW/pHjLfq3O1WPSx42uQVFPpGVddWrtUvivu5uxRVZYcSuIcPqG4Jpx65UOfmdcYX7vrLffxPz7TsW6f1rkV/rpb0oCj5+N8CQ43NyLCX7eau3v1qGewijV8pnluYxf7OECbvK9wh3v8DC6DH8F1cPM/NRirNR/xZAW3/wC60KSd</latexit><latexit sha1_base64="DRmvLsZZWW08Y2InaIPjxj12EKA=">AAAC/HicjVHLTtwwFD2EN+Ux0CUbi1GlLgaUICRYIrphSaUOIE2mIyd4BgvnIdtBQqPhT9h1h9jyA2zpuuoftH/RazdIPITAUZLjc+859r03KZU0Ngx/jwXjE5NT0zOzcx/mFxaXGssrh6aodCraaaEKfZxwI5TMRdtKq8RxqQXPEiWOkrMvLn50LrS RRf7NXpSim/FBLvsy5ZaoXmM77heaK8VkLHPWiVr5etRtMdOTLB4Ia3pxxu2p6Q/1iMXDsBXFo++xUKrXaIYboV/sJYhq0ES9DorGL8Q4QYEUFTII5LCEFTgMPR1ECFES18WQOE1I+rjACHOkrShLUAYn9oy+A9p1ajanvfM0Xp3SKYpeTUqGT6QpKE8TdqcxH6+8s2Nf8x56T3e3C/ontVdGrMUpsW/pHjLfq3O1WPSx42uQVFPpGVddWrtUvivu5uxRVZYcSuIcPqG4Jpx65UOfmdcYX7vrLffxPz7TsW6f1rkV/rpb0oCj5+N8CQ43NyLCX7eau3v1qGewijV8pnluYxf7OECbvK9wh3v8DC6DH8F1cPM/NRirNR/xZAW3/wC60KSd</latexit><latexit sha1_base64="DRmvLsZZWW08Y2InaIPjxj12EKA=">AAAC/HicjVHLTtwwFD2EN+Ux0CUbi1GlLgaUICRYIrphSaUOIE2mIyd4BgvnIdtBQqPhT9h1h9jyA2zpuuoftH/RazdIPITAUZLjc+859r03KZU0Ngx/jwXjE5NT0zOzcx/mFxaXGssrh6aodCraaaEKfZxwI5TMRdtKq8RxqQXPEiWOkrMvLn50LrS RRf7NXpSim/FBLvsy5ZaoXmM77heaK8VkLHPWiVr5etRtMdOTLB4Ia3pxxu2p6Q/1iMXDsBXFo++xUKrXaIYboV/sJYhq0ES9DorGL8Q4QYEUFTII5LCEFTgMPR1ECFES18WQOE1I+rjACHOkrShLUAYn9oy+A9p1ajanvfM0Xp3SKYpeTUqGT6QpKE8TdqcxH6+8s2Nf8x56T3e3C/ontVdGrMUpsW/pHjLfq3O1WPSx42uQVFPpGVddWrtUvivu5uxRVZYcSuIcPqG4Jpx65UOfmdcYX7vrLffxPz7TsW6f1rkV/rpb0oCj5+N8CQ43NyLCX7eau3v1qGewijV8pnluYxf7OECbvK9wh3v8DC6DH8F1cPM/NRirNR/xZAW3/wC60KSd</latexit>

sn  s1 � s2 � · · ·� sn�1 � s
<latexit sha1_base64="1VBG/pHs419L96FPZ+shhBJkf6k="></latexit><latexit sha1_base64="1VBG/pHs419L96FPZ+shhBJkf6k="></latexit><latexit sha1_base64="1VBG/pHs419L96FPZ+shhBJkf6k="></latexit><latexit sha1_base64="1VBG/pHs419L96FPZ+shhBJkf6k="></latexit>

s = s1 � s2 � · · ·� sn
<latexit sha1_base64="VBvenAlDIBmiD0loATjPx9ryizw="></latexit><latexit sha1_base64="VBvenAlDIBmiD0loATjPx9ryizw="></latexit><latexit sha1_base64="VBvenAlDIBmiD0loATjPx9ryizw="></latexit><latexit sha1_base64="VBvenAlDIBmiD0loATjPx9ryizw="></latexit>

Secret:


Share:


Reconstruct:

A simple scheme: Important: convince yourself that 
leaks no information about s

<latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit><latexit sha1_base64="z9HHRBKFf5RdofPKBvU/CAp091M="></latexit>

What about (t,n)-sharing?



Secret Sharing: Blakley’s Scheme

M
s·<latexit sha1_base64="PQ5GKhyT8SE0nnJxhW0qEK+1aVY="></latexit><latexit sha1_base64="PQ5GKhyT8SE0nnJxhW0qEK+1aVY="></latexit><latexit sha1_base64="PQ5GKhyT8SE0nnJxhW0qEK+1aVY="></latexit><latexit sha1_base64="PQ5GKhyT8SE0nnJxhW0qEK+1aVY="></latexit> =

b

Each party gets one equation


< t parties gets an underdetermined 
system of equations -> the last entry of the 
vector s is undetermined.


t parties have an invertible submatrix of M 
and can fully solve the system.

t

n

s 2 Fp
<latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit>

(s1, · · · , st�1) r Ft�1
p

<latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit>

Secret:


Share:


Reconstruct: Gaussian elimination

~s = (s1, · · · , st�1, s)
<latexit sha1_base64="LxJiJCaaCgQIvtIrSGEY8jSN0s0="></latexit><latexit sha1_base64="LxJiJCaaCgQIvtIrSGEY8jSN0s0="></latexit><latexit sha1_base64="LxJiJCaaCgQIvtIrSGEY8jSN0s0="></latexit><latexit sha1_base64="LxJiJCaaCgQIvtIrSGEY8jSN0s0="></latexit>

~ai  r Ft
p

<latexit sha1_base64="gW9lrDIrKCeRWvAJ6noW1900gak="></latexit><latexit sha1_base64="gW9lrDIrKCeRWvAJ6noW1900gak="></latexit><latexit sha1_base64="gW9lrDIrKCeRWvAJ6noW1900gak="></latexit><latexit sha1_base64="gW9lrDIrKCeRWvAJ6noW1900gak="></latexit>

bi  h~ai,~si
<latexit sha1_base64="TTrEFSFx+igYoGYNHGFFLm2cOzE="></latexit><latexit sha1_base64="TTrEFSFx+igYoGYNHGFFLm2cOzE="></latexit><latexit sha1_base64="TTrEFSFx+igYoGYNHGFFLm2cOzE="></latexit><latexit sha1_base64="TTrEFSFx+igYoGYNHGFFLm2cOzE="></latexit>

Share of 
player i.



Secret Sharing: Blakley’s Scheme

s 2 Fp
<latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit>

(s1, · · · , st�1) r Ft�1
p

<latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit>

Secret:


Share:


Reconstruct: Gaussian elimination

~s = (s1, · · · , st�1, s)
<latexit sha1_base64="LxJiJCaaCgQIvtIrSGEY8jSN0s0="></latexit><latexit sha1_base64="LxJiJCaaCgQIvtIrSGEY8jSN0s0="></latexit><latexit sha1_base64="LxJiJCaaCgQIvtIrSGEY8jSN0s0="></latexit><latexit sha1_base64="LxJiJCaaCgQIvtIrSGEY8jSN0s0="></latexit>

~ai  r Ft
p

<latexit sha1_base64="gW9lrDIrKCeRWvAJ6noW1900gak="></latexit><latexit sha1_base64="gW9lrDIrKCeRWvAJ6noW1900gak="></latexit><latexit sha1_base64="gW9lrDIrKCeRWvAJ6noW1900gak="></latexit><latexit sha1_base64="gW9lrDIrKCeRWvAJ6noW1900gak="></latexit>

bi  h~ai,~si
<latexit sha1_base64="TTrEFSFx+igYoGYNHGFFLm2cOzE="></latexit><latexit sha1_base64="TTrEFSFx+igYoGYNHGFFLm2cOzE="></latexit><latexit sha1_base64="TTrEFSFx+igYoGYNHGFFLm2cOzE="></latexit><latexit sha1_base64="TTrEFSFx+igYoGYNHGFFLm2cOzE="></latexit>

Share of 
player i.

Equivalently: each party gets some hyperplane, 
and the secret is (a coordinate of) the only point at 
the intersection of all hyperplanes.



Secret Sharing: Blakley’s Scheme

Equivalently: each party gets some hyperplane, 
and the secret is (a coordinate of) the only point at 
the intersection of all hyperplanes.

The intersection of t (t-1)-dimensional hyperplanes 
is always a single point, while the intersection of 
any smaller number leaves all possibilities totally 
identical for (say) the x coordinate.

x

y



Secret Sharing: Blakley’s Scheme

The shares are large… Can we 
be more efficient?

Also: it’s not 100% clear how to construct the matrix M.



Secret Sharing: Blakley’s Scheme

Let’s step back and think: we want that


- Given t points, you have the full information about something


- Given (t-1) points, there are still many remaining options.


Any idea what could possibly be a perfect fit?



Secret Sharing: Blakley’s Scheme

Let’s step back and think: we want that


- Given t points, you have the full information about something


- Given (t-1) points, there are still many remaining options.


Any idea what could possibly be a perfect fit?



Secret Sharing: Blakley’s Scheme

Let’s step back and think: we want that


- Given t points, you have the full information about something


- Given (t-1) points, there are still many remaining options.


Any idea what could possibly be a perfect fit?

Polynomial interpolation



Secret Sharing: Shamir’s Scheme

s 2 Fp
<latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit>

(s1, · · · , st�1) r Ft�1
p

<latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit>

Ps(X) = s+
t�1X

i=1

si ·Xi

<latexit sha1_base64="fo0WWsvUs3XFyn8jfl8jW1/3Ycg="></latexit><latexit sha1_base64="fo0WWsvUs3XFyn8jfl8jW1/3Ycg="></latexit><latexit sha1_base64="fo0WWsvUs3XFyn8jfl8jW1/3Ycg="></latexit><latexit sha1_base64="fo0WWsvUs3XFyn8jfl8jW1/3Ycg="></latexit>

P (1), P (2), · · · , P (n)
<latexit sha1_base64="loHhCV4US81aIafX6FJWySZIUS0="></latexit><latexit sha1_base64="loHhCV4US81aIafX6FJWySZIUS0="></latexit><latexit sha1_base64="loHhCV4US81aIafX6FJWySZIUS0="></latexit><latexit sha1_base64="loHhCV4US81aIafX6FJWySZIUS0="></latexit>

Secret:


Share:


Reconstruct: Lagrange interpolation!



Secret Sharing: Shamir’s Scheme

s 2 Fp
<latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit><latexit sha1_base64="r1I+NKtyTQ+5ut3OJkZ9iuJ2GTM="></latexit>

(s1, · · · , st�1) r Ft�1
p

<latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit><latexit sha1_base64="FrWJwGOufIOcgROs9gxGB3vK+cs="></latexit>

Ps(X) = s+
t�1X

i=1

si ·Xi

<latexit sha1_base64="fo0WWsvUs3XFyn8jfl8jW1/3Ycg="></latexit><latexit sha1_base64="fo0WWsvUs3XFyn8jfl8jW1/3Ycg="></latexit><latexit sha1_base64="fo0WWsvUs3XFyn8jfl8jW1/3Ycg="></latexit><latexit sha1_base64="fo0WWsvUs3XFyn8jfl8jW1/3Ycg="></latexit>

P (1), P (2), · · · , P (n)
<latexit sha1_base64="loHhCV4US81aIafX6FJWySZIUS0="></latexit><latexit sha1_base64="loHhCV4US81aIafX6FJWySZIUS0="></latexit><latexit sha1_base64="loHhCV4US81aIafX6FJWySZIUS0="></latexit><latexit sha1_base64="loHhCV4US81aIafX6FJWySZIUS0="></latexit>

Secret:


Share:


Reconstruct: Lagrange interpolation!

A share is a single field element



The GMW Protocol

Goal

All players want to get 

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

f
<latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit>

f(x1, x2, x3, x4, x5)
<latexit sha1_base64="7UrtX/sl80FTN8IWNEyiHPIVB6I="></latexit><latexit sha1_base64="7UrtX/sl80FTN8IWNEyiHPIVB6I="></latexit><latexit sha1_base64="7UrtX/sl80FTN8IWNEyiHPIVB6I="></latexit><latexit sha1_base64="7UrtX/sl80FTN8IWNEyiHPIVB6I="></latexit>

Public function

No player should learn anything more

Reminder: the Model Previously…
We solved the 2-party case with garbled circuits

f
<latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit>

Our function     was seen as a boolean circuit:

We will now see how to handle the general case 
of secure computation between n players, step 
by step. This protocol will rely crucially on the 
two ingredients we have seen: a computational 
ingredient (oblivious transfer) and an information 
theoretic ingredient (secret sharing).



Warm-up I: 2-Party Product Sharing

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

Goal: generate a (2,2)-
sharing of the product 
x1x2.

<latexit sha1_base64="CZR0Vxxnh9k/U1vGi+9se8KM3ks="></latexit><latexit sha1_base64="CZR0Vxxnh9k/U1vGi+9se8KM3ks="></latexit><latexit sha1_base64="CZR0Vxxnh9k/U1vGi+9se8KM3ks="></latexit><latexit sha1_base64="CZR0Vxxnh9k/U1vGi+9se8KM3ks="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

(y1, y2) random conditioned on y1 � y2 = x1x2
<latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit>



Warm-up I: 2-Party Product Sharing

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

Goal: generate a (2,2)-
sharing of the product 
x1x2.

<latexit sha1_base64="CZR0Vxxnh9k/U1vGi+9se8KM3ks="></latexit><latexit sha1_base64="CZR0Vxxnh9k/U1vGi+9se8KM3ks="></latexit><latexit sha1_base64="CZR0Vxxnh9k/U1vGi+9se8KM3ks="></latexit><latexit sha1_base64="CZR0Vxxnh9k/U1vGi+9se8KM3ks="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

(y1, y2) random conditioned on y1 � y2 = x1x2
<latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit>

Exercise: build this protocol



Warm-up I: 2-Party Product Sharing

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

‘Secure Product’  
Functionality

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

(y1, y2) random conditioned on y1 � y2 = x1x2
<latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit><latexit sha1_base64="8/BUjDA0ONNLfxArcA6Mqvc0LpM="></latexit>

Exercise: build this protocol



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

Core idea: a secure product 
functionality is an oblivious 
transfer in disguise!



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

We use an OT functionality where Alice is the receiver, and her selection bit is her input x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

We use an OT functionality where Alice is the receiver, and her selection bit is her input x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

We use an OT functionality where Alice is the receiver, and her selection bit is her input x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

What should be Bob’s input?



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

We use an OT functionality where Alice is the receiver, and her selection bit is her input x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

What should be Bob’s input? Let’s work out the equation:



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

We use an OT functionality where Alice is the receiver, and her selection bit is her input x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

What should be Bob’s input?

sx2 = x2 · s1 + (1� x2) · s0
= x2 · s1 � (1� x2) · s0
= s0 � (s0 � s1) · x2

<latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit>

Let’s work out the equation:



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

We use an OT functionality where Alice is the receiver, and her selection bit is her input x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

What should be Bob’s input?

sx2 = x2 · s1 + (1� x2) · s0
= x2 · s1 � (1� x2) · s0
= s0 � (s0 � s1) · x2

<latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit>

Let’s work out the equation:

s0 � sx2 = (s0 � s1) · x2
<latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit>

=)
<latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit>



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

We use an OT functionality where Alice is the receiver, and her selection bit is her input x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

What should be Bob’s input?

sx2 = x2 · s1 + (1� x2) · s0
= x2 · s1 � (1� x2) · s0
= s0 � (s0 � s1) · x2

<latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit>

Let’s work out the equation:

s0 � sx2 = (s0 � s1) · x2
<latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit>

=)
<latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit>

Share of Bob This should be x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

We use an OT functionality where Alice is the receiver, and her selection bit is her input x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

What should be Bob’s input?

sx2 = x2 · s1 + (1� x2) · s0
= x2 · s1 � (1� x2) · s0
= s0 � (s0 � s1) · x2

<latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit><latexit sha1_base64="TRjvVqkGaDVh+fMO8956SDVnW1o="></latexit>

Let’s work out the equation:

s0 � sx2 = (s0 � s1) · x2
<latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit><latexit sha1_base64="rD910ym4VJNVRDOlAjZ6uCxvBAc="></latexit>

=)
<latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit>

Share of Bob This should be x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

=)
<latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit><latexit sha1_base64="qkh9OavZZBBonL6SQGtGbrzmwWI="></latexit>

(s0, s1)
<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

are (2,2)-shares of       .x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>



Step-by Step Solution

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

OT
(s0, s1)

<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

sx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

(s0, s1)
<latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit><latexit sha1_base64="tfg7jS6JqaYO3sDmLnx/xVuMxqY="></latexit>

Shares         into                    
(hence,       is uniformly random)

Bob sets      to be his share Alice sets         to be her sharesx2
<latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit><latexit sha1_base64="1+EuczAVSMadUvcM62gOAY0nVmA="></latexit>

s0
<latexit sha1_base64="5aSCsF6J0Y0hJNui6srsYxQYGD8="></latexit><latexit sha1_base64="5aSCsF6J0Y0hJNui6srsYxQYGD8="></latexit><latexit sha1_base64="5aSCsF6J0Y0hJNui6srsYxQYGD8="></latexit><latexit sha1_base64="5aSCsF6J0Y0hJNui6srsYxQYGD8="></latexit>

s0
<latexit sha1_base64="5aSCsF6J0Y0hJNui6srsYxQYGD8="></latexit><latexit sha1_base64="5aSCsF6J0Y0hJNui6srsYxQYGD8="></latexit><latexit sha1_base64="5aSCsF6J0Y0hJNui6srsYxQYGD8="></latexit><latexit sha1_base64="5aSCsF6J0Y0hJNui6srsYxQYGD8="></latexit>

s0 � sx2 = x1 · x2
<latexit sha1_base64="pUnIGS0/kcAeIGvpQboJsFDAyLU="></latexit><latexit sha1_base64="pUnIGS0/kcAeIGvpQboJsFDAyLU="></latexit><latexit sha1_base64="pUnIGS0/kcAeIGvpQboJsFDAyLU="></latexit><latexit sha1_base64="pUnIGS0/kcAeIGvpQboJsFDAyLU="></latexit>



Warm-up II: Variant

‘Secure Shared 
Product’

(a1, b1) are shares of x
<latexit sha1_base64="EZFCIw7I/231SmaEwwGSLzSkzj8="></latexit><latexit sha1_base64="EZFCIw7I/231SmaEwwGSLzSkzj8="></latexit><latexit sha1_base64="EZFCIw7I/231SmaEwwGSLzSkzj8="></latexit><latexit sha1_base64="EZFCIw7I/231SmaEwwGSLzSkzj8="></latexit>

(a2, b2) are shares of y
<latexit sha1_base64="XPYa6cWYRGUgZvhE5IMW7k1ra5c="></latexit><latexit sha1_base64="XPYa6cWYRGUgZvhE5IMW7k1ra5c="></latexit><latexit sha1_base64="XPYa6cWYRGUgZvhE5IMW7k1ra5c="></latexit><latexit sha1_base64="XPYa6cWYRGUgZvhE5IMW7k1ra5c="></latexit>

(z1, z2) are random shares of z = x · y
<latexit sha1_base64="vixJlspbXoB1/ZcX4KFPGiJUFjw="></latexit><latexit sha1_base64="vixJlspbXoB1/ZcX4KFPGiJUFjw="></latexit><latexit sha1_base64="vixJlspbXoB1/ZcX4KFPGiJUFjw="></latexit><latexit sha1_base64="vixJlspbXoB1/ZcX4KFPGiJUFjw="></latexit>

(b1, b2)
<latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit>

(a1, a2)
<latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit>

z1
<latexit sha1_base64="lXBWy7fZxHH/0vgH6gzRYbIf8XU="></latexit><latexit sha1_base64="lXBWy7fZxHH/0vgH6gzRYbIf8XU="></latexit><latexit sha1_base64="lXBWy7fZxHH/0vgH6gzRYbIf8XU="></latexit><latexit sha1_base64="lXBWy7fZxHH/0vgH6gzRYbIf8XU="></latexit>

z2
<latexit sha1_base64="23sQeLwCsDQq4nVgJEbkFts+9Gw="></latexit><latexit sha1_base64="23sQeLwCsDQq4nVgJEbkFts+9Gw="></latexit><latexit sha1_base64="23sQeLwCsDQq4nVgJEbkFts+9Gw="></latexit><latexit sha1_base64="23sQeLwCsDQq4nVgJEbkFts+9Gw="></latexit>

This time, Alice and Bob start with shares of values (x,y), and want to compute shares of the product x.y



Warm-up II: Variant

‘Secure Shared 
Product’

(a1, b1) are shares of x
<latexit sha1_base64="EZFCIw7I/231SmaEwwGSLzSkzj8="></latexit><latexit sha1_base64="EZFCIw7I/231SmaEwwGSLzSkzj8="></latexit><latexit sha1_base64="EZFCIw7I/231SmaEwwGSLzSkzj8="></latexit><latexit sha1_base64="EZFCIw7I/231SmaEwwGSLzSkzj8="></latexit>

(a2, b2) are shares of y
<latexit sha1_base64="XPYa6cWYRGUgZvhE5IMW7k1ra5c="></latexit><latexit sha1_base64="XPYa6cWYRGUgZvhE5IMW7k1ra5c="></latexit><latexit sha1_base64="XPYa6cWYRGUgZvhE5IMW7k1ra5c="></latexit><latexit sha1_base64="XPYa6cWYRGUgZvhE5IMW7k1ra5c="></latexit>

(z1, z2) are random shares of z = x · y
<latexit sha1_base64="vixJlspbXoB1/ZcX4KFPGiJUFjw="></latexit><latexit sha1_base64="vixJlspbXoB1/ZcX4KFPGiJUFjw="></latexit><latexit sha1_base64="vixJlspbXoB1/ZcX4KFPGiJUFjw="></latexit><latexit sha1_base64="vixJlspbXoB1/ZcX4KFPGiJUFjw="></latexit>

(b1, b2)
<latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit>

(a1, a2)
<latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit>

z1
<latexit sha1_base64="lXBWy7fZxHH/0vgH6gzRYbIf8XU="></latexit><latexit sha1_base64="lXBWy7fZxHH/0vgH6gzRYbIf8XU="></latexit><latexit sha1_base64="lXBWy7fZxHH/0vgH6gzRYbIf8XU="></latexit><latexit sha1_base64="lXBWy7fZxHH/0vgH6gzRYbIf8XU="></latexit>

z2
<latexit sha1_base64="23sQeLwCsDQq4nVgJEbkFts+9Gw="></latexit><latexit sha1_base64="23sQeLwCsDQq4nVgJEbkFts+9Gw="></latexit><latexit sha1_base64="23sQeLwCsDQq4nVgJEbkFts+9Gw="></latexit><latexit sha1_base64="23sQeLwCsDQq4nVgJEbkFts+9Gw="></latexit>

This time, Alice and Bob start with shares of values (x,y), and want to compute shares of the product x.y

Exercise II: build this protocol



Solution

(b1, b2)
<latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit>

(a1, a2)
<latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit>

x · y = (a1 + b1) · (a2 + b2)

= a1 · a2 + a1 · b2 + a2 · b1 + b1 · b2
<latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit>



Solution

(b1, b2)
<latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit>

(a1, a2)
<latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit>

x · y = (a1 + b1) · (a2 + b2)

= a1 · a2 + a1 · b2 + a2 · b1 + b1 · b2
<latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit>

Value known to Alice Value known to Bob

Each of these values is the product of a value known 
to Alice and a value known to Bob



Solution

(b1, b2)
<latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit>

(a1, a2)
<latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit>

x · y = (a1 + b1) · (a2 + b2)

= a1 · a2 + a1 · b2 + a2 · b1 + b1 · b2
<latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit>

Value known to Alice Value known to Bob

Each of these values is the product of a value known 
to Alice and a value known to Bob

‘Secure Product’  
Functionality

Step 1:
a1

<latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit><latexit sha1_base64="nhZVLWaAZhIuaXaNEiuZZ+OdfXw="></latexit>

b2
<latexit sha1_base64="OPtW9s5sBhFnAPDuaGgdm1itQtc="></latexit><latexit sha1_base64="OPtW9s5sBhFnAPDuaGgdm1itQtc="></latexit><latexit sha1_base64="OPtW9s5sBhFnAPDuaGgdm1itQtc="></latexit><latexit sha1_base64="OPtW9s5sBhFnAPDuaGgdm1itQtc="></latexit>

u1
<latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit>

u2
<latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit>

:         +

:          +

u1
<latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit>

u2
<latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit>



Solution

(b1, b2)
<latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit>

(a1, a2)
<latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit>

x · y = (a1 + b1) · (a2 + b2)

= a1 · a2 + a1 · b2 + a2 · b1 + b1 · b2
<latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit>

Value known to Alice Value known to Bob

Each of these values is the product of a value known 
to Alice and a value known to Bob

‘Secure Product’  
Functionality

Step 2:

u1
<latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit>

:         +       +

b1
<latexit sha1_base64="GPqlAIPoqsRk/sT5lA0UuerEFkY="></latexit><latexit sha1_base64="GPqlAIPoqsRk/sT5lA0UuerEFkY="></latexit><latexit sha1_base64="GPqlAIPoqsRk/sT5lA0UuerEFkY="></latexit><latexit sha1_base64="GPqlAIPoqsRk/sT5lA0UuerEFkY="></latexit>

a2
<latexit sha1_base64="Lte/fx+KDE3ROtOeSyGy0cwljA8="></latexit><latexit sha1_base64="Lte/fx+KDE3ROtOeSyGy0cwljA8="></latexit><latexit sha1_base64="Lte/fx+KDE3ROtOeSyGy0cwljA8="></latexit><latexit sha1_base64="Lte/fx+KDE3ROtOeSyGy0cwljA8="></latexit>

v1
<latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit>

v2
<latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit>

v1
<latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit>

v2
<latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit>

:          +        +u2
<latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit>



Solution

(b1, b2)
<latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit>

(a1, a2)
<latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit>

x · y = (a1 + b1) · (a2 + b2)

= a1 · a2 + a1 · b2 + a2 · b1 + b1 · b2
<latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit>

Value known to Alice Value known to Bob

Each of these values is the product of a value known 
to Alice and a value known to Bob

Step 3:

u1
<latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit>

:         +       +v1
<latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit>

v2
<latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit>

:          +        +u2
<latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit>

Local computation.

b1 · b2
<latexit sha1_base64="y+vOmgaprayXRx98TfSqQEda8rI="></latexit><latexit sha1_base64="y+vOmgaprayXRx98TfSqQEda8rI="></latexit><latexit sha1_base64="y+vOmgaprayXRx98TfSqQEda8rI="></latexit><latexit sha1_base64="y+vOmgaprayXRx98TfSqQEda8rI="></latexit>

a1 · a2
<latexit sha1_base64="gy9dGAe+4vxuuZTnerWvMrbA0Gw="></latexit><latexit sha1_base64="gy9dGAe+4vxuuZTnerWvMrbA0Gw="></latexit><latexit sha1_base64="gy9dGAe+4vxuuZTnerWvMrbA0Gw="></latexit><latexit sha1_base64="gy9dGAe+4vxuuZTnerWvMrbA0Gw="></latexit>



Solution

(b1, b2)
<latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit><latexit sha1_base64="zyKlx0DBX/GehnkfbbM9V+FYWds="></latexit>

(a1, a2)
<latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit><latexit sha1_base64="5EIGSHvWhGDsNtHZCKSEZa4xRcA="></latexit>

x · y = (a1 + b1) · (a2 + b2)

= a1 · a2 + a1 · b2 + a2 · b1 + b1 · b2
<latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit><latexit sha1_base64="4ol+lMxJfS8stGJt/DCMVa9pzKE="></latexit>

Value known to Alice Value known to Bob

Each of these values is the product of a value known 
to Alice and a value known to Bob

Step 3:

u1
<latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit><latexit sha1_base64="cVZH0NaJr357uUFji4NkAVO2ftk="></latexit>

:         +       +v1
<latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit><latexit sha1_base64="hi6M2sehbxBk3/wsmRTDNRdO+dA="></latexit>

v2
<latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit><latexit sha1_base64="+i+b7GwKS9YCh7uYy2TmmhaoyDI="></latexit>

:          +        +u2
<latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit><latexit sha1_base64="PMHfroMg1c2G+YI77HSufOJ4HKg="></latexit>

Local computation.

b1 · b2
<latexit sha1_base64="y+vOmgaprayXRx98TfSqQEda8rI="></latexit><latexit sha1_base64="y+vOmgaprayXRx98TfSqQEda8rI="></latexit><latexit sha1_base64="y+vOmgaprayXRx98TfSqQEda8rI="></latexit><latexit sha1_base64="y+vOmgaprayXRx98TfSqQEda8rI="></latexit>

a1 · a2
<latexit sha1_base64="gy9dGAe+4vxuuZTnerWvMrbA0Gw="></latexit><latexit sha1_base64="gy9dGAe+4vxuuZTnerWvMrbA0Gw="></latexit><latexit sha1_base64="gy9dGAe+4vxuuZTnerWvMrbA0Gw="></latexit><latexit sha1_base64="gy9dGAe+4vxuuZTnerWvMrbA0Gw="></latexit>

+ +

a1 · b2
<latexit sha1_base64="CzIXMkAI6MqcFzeEvdTCTrbJgnU="></latexit><latexit sha1_base64="CzIXMkAI6MqcFzeEvdTCTrbJgnU="></latexit><latexit sha1_base64="CzIXMkAI6MqcFzeEvdTCTrbJgnU="></latexit><latexit sha1_base64="CzIXMkAI6MqcFzeEvdTCTrbJgnU="></latexit>

a2 · b1
<latexit sha1_base64="NcqfZNxlB9MnTGeKG0s2/YRlD+w="></latexit><latexit sha1_base64="NcqfZNxlB9MnTGeKG0s2/YRlD+w="></latexit><latexit sha1_base64="NcqfZNxlB9MnTGeKG0s2/YRlD+w="></latexit><latexit sha1_base64="NcqfZNxlB9MnTGeKG0s2/YRlD+w="></latexit>



Warm-up III: Generalization
This time, we have n parties, holding (n,n) shares of x and y, and they should compute (n,n) shares of x.y

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

y3
<latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit>

y4
<latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit>

y5
<latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit>

x =
5M

i=1

xi

<latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit>

y =
5M

i=1

yi
<latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit>

x · y =
5M

i=1

zi
<latexit sha1_base64="qRDw260MExNqZO4Lhp8a3ectW8M="></latexit><latexit sha1_base64="qRDw260MExNqZO4Lhp8a3ectW8M="></latexit><latexit sha1_base64="qRDw260MExNqZO4Lhp8a3ectW8M="></latexit><latexit sha1_base64="qRDw260MExNqZO4Lhp8a3ectW8M="></latexit>

Goal: generate uniformly random

conditioned on 

(z1, · · · , z5)
<latexit sha1_base64="sSZah09tj3zEjytzkLxCYqQQJaI="></latexit><latexit sha1_base64="sSZah09tj3zEjytzkLxCYqQQJaI="></latexit><latexit sha1_base64="sSZah09tj3zEjytzkLxCYqQQJaI="></latexit><latexit sha1_base64="sSZah09tj3zEjytzkLxCYqQQJaI="></latexit>



Warm-up III: Generalization
This time, we have n parties, holding (n,n) shares of x and y, and they should compute (n,n) shares of x.y

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

y3
<latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit>

y4
<latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit>

y5
<latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit>

x =
5M

i=1

xi

<latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit>

y =
5M

i=1

yi
<latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit>

x · y =
5M

i=1

zi
<latexit sha1_base64="qRDw260MExNqZO4Lhp8a3ectW8M="></latexit><latexit sha1_base64="qRDw260MExNqZO4Lhp8a3ectW8M="></latexit><latexit sha1_base64="qRDw260MExNqZO4Lhp8a3ectW8M="></latexit><latexit sha1_base64="qRDw260MExNqZO4Lhp8a3ectW8M="></latexit>

Goal: generate uniformly random

conditioned on 

(z1, · · · , z5)
<latexit sha1_base64="sSZah09tj3zEjytzkLxCYqQQJaI="></latexit><latexit sha1_base64="sSZah09tj3zEjytzkLxCYqQQJaI="></latexit><latexit sha1_base64="sSZah09tj3zEjytzkLxCYqQQJaI="></latexit><latexit sha1_base64="sSZah09tj3zEjytzkLxCYqQQJaI="></latexit>

Exercise III - should be easy



Solution
This time, we have n parties, holding (n,n) shares of x and y, and they should compute (n,n) shares of x.y

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

y3
<latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit>

y4
<latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit>

y5
<latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit>

 
nM

i=1

xi

!
·
 

nM

i=1

yi

!
=
M

i,j

xi · yj
<latexit sha1_base64="/9FcCayBALiOozyyAe9LS23csew="></latexit><latexit sha1_base64="/9FcCayBALiOozyyAe9LS23csew="></latexit><latexit sha1_base64="/9FcCayBALiOozyyAe9LS23csew="></latexit><latexit sha1_base64="/9FcCayBALiOozyyAe9LS23csew="></latexit>

=

0

@
M

i 6=j

xi · yj

1

A�
 
M

i

xi · yi

!

<latexit sha1_base64="xKo4J7Yhosvz6561B+d36Ak6XLg="></latexit><latexit sha1_base64="xKo4J7Yhosvz6561B+d36Ak6XLg="></latexit><latexit sha1_base64="xKo4J7Yhosvz6561B+d36Ak6XLg="></latexit><latexit sha1_base64="xKo4J7Yhosvz6561B+d36Ak6XLg="></latexit>

Value known to player i

Use a secure multiplication between players i and j
=> needs                      secure multiplications in total.n · (n� 1)

<latexit sha1_base64="4BHd6YIzH92QEvc3iMD8Z1ss9NU="></latexit><latexit sha1_base64="4BHd6YIzH92QEvc3iMD8Z1ss9NU="></latexit><latexit sha1_base64="4BHd6YIzH92QEvc3iMD8Z1ss9NU="></latexit><latexit sha1_base64="4BHd6YIzH92QEvc3iMD8Z1ss9NU="></latexit>



Back to the GMW Protocol

Goal

All players want to get 

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

f
<latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit>

f(x1, x2, x3, x4, x5)
<latexit sha1_base64="7UrtX/sl80FTN8IWNEyiHPIVB6I="></latexit><latexit sha1_base64="7UrtX/sl80FTN8IWNEyiHPIVB6I="></latexit><latexit sha1_base64="7UrtX/sl80FTN8IWNEyiHPIVB6I="></latexit><latexit sha1_base64="7UrtX/sl80FTN8IWNEyiHPIVB6I="></latexit>

Public function

No player should learn anything more

Reminder: the Model Previously…
We solved the 2-party case with garbled circuits

f
<latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit><latexit sha1_base64="n+zT29qgAWv1ub7zcSnnGsw4yWA="></latexit>

Our function     was seen as a boolean circuit:



Back to the GMW Protocol

The wires carry the intermediate values of the computation:

x1 � x2
<latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit>

x3 · x4
<latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit>

(x1 � x2)� x3 · x4
<latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit>



Back to the GMW Protocol
The players will securely evaluate the boolean circuit, gate by gate. 
The protocol maintains the following invariant: the parties will hold (n,n)-secret 
shares of the values on the two input wires of the current gate, and will securely 
compute (n,n)-secret shares of the values on the output wire of this gate.

x1 � x2
<latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit>

x3 · x4
<latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit>

(x1 � x2)� x3 · x4
<latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit>



Back to the GMW Protocol

x1 � x2
<latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit><latexit sha1_base64="7CpliGD2ugz9VRCcqBgcQggtQbw="></latexit>

x3 · x4
<latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit><latexit sha1_base64="eqwNmsf9yEzouLNblZUu3QG6BiA="></latexit>

(x1 � x2)� x3 · x4
<latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit><latexit sha1_base64="zZZesRe9owBhEiROZoOkJDgQXe0="></latexit>

Convince yourself that this works



Back to the GMW Protocol
Evaluating a XOR gate

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>x5

<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

y3
<latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit>

y4
<latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit>y5

<latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit>

xor
x =

5M

i=1

xi

<latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit>

y =
5M

i=1

yi
<latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit>

x
<latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit>

y
<latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit>

x� y
<latexit sha1_base64="OJ2i/SIPJSvgxtX91xfE0fQ7wcI="></latexit><latexit sha1_base64="OJ2i/SIPJSvgxtX91xfE0fQ7wcI="></latexit><latexit sha1_base64="OJ2i/SIPJSvgxtX91xfE0fQ7wcI="></latexit><latexit sha1_base64="OJ2i/SIPJSvgxtX91xfE0fQ7wcI="></latexit>

Inputs Method



Back to the GMW Protocol
Evaluating a XOR gate

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>x5

<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

y3
<latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit>

y4
<latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit>y5

<latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit>

xor
x =

5M

i=1

xi

<latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit>

y =
5M

i=1

yi
<latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit>

x
<latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit>

y
<latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit>

x� y
<latexit sha1_base64="OJ2i/SIPJSvgxtX91xfE0fQ7wcI="></latexit><latexit sha1_base64="OJ2i/SIPJSvgxtX91xfE0fQ7wcI="></latexit><latexit sha1_base64="OJ2i/SIPJSvgxtX91xfE0fQ7wcI="></latexit><latexit sha1_base64="OJ2i/SIPJSvgxtX91xfE0fQ7wcI="></latexit>

Inputs Method

Easy: just locally xor 
the shares!

�
<latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit>

�
<latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit>

�
<latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit>

�
<latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit>

�
<latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit><latexit sha1_base64="lvki0W+pz+zRLp8r4UmfonGIwn0="></latexit>



Back to the GMW Protocol
Evaluating a AND gate

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>x5

<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

y1
<latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit><latexit sha1_base64="tlI8XLRTwXodfOTGrwqRcL7HclA="></latexit>

y2
<latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit><latexit sha1_base64="e179VuN6Q+JznCp0fq3o5f+YFQ0="></latexit>

y3
<latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit><latexit sha1_base64="SvsQbaY6VQftwCrNuYOi4KZISsc="></latexit>

y4
<latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit><latexit sha1_base64="WbUrOrhChZdKU7meJW3nd/Wtc40="></latexit>y5

<latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit><latexit sha1_base64="7PnEOFZSA9YqK4YO3v8TduoCgGw="></latexit>

and

x
<latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit><latexit sha1_base64="TEqKRuQQHDu5w5iuGiEzpcITXA4="></latexit>

y
<latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit><latexit sha1_base64="wUHEEW/1Tl9c+LfGWRLE2s5R82A="></latexit>

x · y
<latexit sha1_base64="f/xZ6Vkh12dSoqJwq8hO878NwpM="></latexit><latexit sha1_base64="f/xZ6Vkh12dSoqJwq8hO878NwpM="></latexit><latexit sha1_base64="f/xZ6Vkh12dSoqJwq8hO878NwpM="></latexit><latexit sha1_base64="f/xZ6Vkh12dSoqJwq8hO878NwpM="></latexit>

x =
5M

i=1

xi

<latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit><latexit sha1_base64="XMXiYou89gdtlAYLIVyDoR8EpTY="></latexit>

y =
5M

i=1

yi
<latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit><latexit sha1_base64="oiRy+Bj5EbiP6qt624q1zO4dyis="></latexit>

We already solved it!
(that was warm-up III)

Inputs Method



Wrapping Up

• Each party shares its inputs into n shares (bitwise) and sends one share / party


• For each XOR gates, the parties locally xor their shares of the input values


• For each AND gate, the parties use n*(n-1) secure multiplication protocols to 
reconstruct shares of the output (this necessitates n*(n-1) oblivious transfers)


• When arriving at the output wires, the parties broadcast their shares of the 
output value and reconstruct them.



Comparison with Garbled Circuits
GMW Yao

•  Function represented by a boolean circuit


•  n parties, use oblivious transfers for each 
AND gate, and local computation for each 
XOR gate


•  Needs n*(n-1)*[number of AND gates] OTs

•  Function represented by a boolean circuit


•  2 parties, use oblivious transfers for 
transferring the input keys


•  Garbled circuit: 4 ciphertexts / gate

Core Differences:



Comparison with Garbled Circuits
GMW Yao

•  Function represented by a boolean circuit


•  n parties, use oblivious transfers for each 
AND gate, and local computation for each 
XOR gate


•  Needs n*(n-1)*[number of AND gates] OTs

•  Function represented by a boolean circuit


•  2 parties, use oblivious transfers for 
transferring the input keys


•  Garbled circuit: 4 ciphertexts / gate

Core Differences:
•  Yao: no free XORs


•  GMW: number of rounds of communication O(circuit depth), versus O(1) for Yao


•  GMW: public key cryptography for each gate



Comparison with Garbled Circuits
GMW Yao

•  Function represented by a boolean circuit


•  n parties, use oblivious transfers for each 
AND gate, and local computation for each 
XOR gate


•  Needs n*(n-1)*[number of AND gates] OTs

•  Function represented by a boolean circuit


•  2 parties, use oblivious transfers for 
transferring the input keys


•  Garbled circuit: 4 ciphertexts / gate

Core Differences:
•  Yao: no free XORs


•  GMW: number of rounds of communication O(circuit depth), versus O(1) for Yao


•  GMW: public key cryptography for each gate

=> solved in [Kolesnikov-Schneider08]

=> solved in [Bellare-Micali-Rogaway90]

=> solved in [Ishai-Kilian-Nissim-Petrank03]



Exo: reduction randomized -> deterministic



Secure Computation against Malicious 
Adversaries



Reminder - The Model

Adversarial model

Two standard corruption models

1. Honest-but-curious corruption

2. Malicious corruption

The corrupted parties follow the specification of 
the protocol. The adversary is passive: he tries 
to retrieve private information by observing the 
transcript.

The adversary fully control the corrupted 
parties, and can make them behave arbitrarily in 
the protocol.

An adversary can corrupt a subset of the players

Real World

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

This is the model we’ve focused on



Reminder - The Model

Adversarial model

Two standard corruption models

1. Honest-but-curious corruption

2. Malicious corruption

The corrupted parties follow the specification of 
the protocol. The adversary is passive: he tries 
to retrieve private information by observing the 
transcript.

The adversary fully control the corrupted 
parties, and can make them behave arbitrarily in 
the protocol.

An adversary can corrupt a subset of the players

Real World

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

Remainder of this lesson



Core Idea:  GMW Compiler
Honest-But Curious Protocol

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

Malicious Protocol

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

GMW

We need three tools:

1 2
3

A semi-honest protocol
We already have one

A ‘commitment scheme’

A ‘zero-knowledge proof system’ for NP
=> remainder of this course



Commitments



Commitment Scheme: Coin-Flipping Over the Phone
Alice and Bob want to flip a coin over the phone:

Head.

Too bad, it was tail. 
I won!

How can they prevent cheating behaviors?



Commitment Scheme: Coin-Flipping Over the Phone
Let’s first see how they could proceed using a post office

Any idea?



Let’s first see how they could proceed using a post office

1 Bob flips a coin, writes the result on a 
letter, which he puts into a locked box.

Tail

2 Alice picks head or tail and tells it to Bob.

Head

3
Bob announces the result and sends the key to 
the box, proving that the result of the coin flip 
was fixed before Alice made her choice.

Solution



The core object used to solve the problem is a box with a message inside. Looking at the solution, 
there are two properties which we wanted from this object: 
- When she receives a box with a message inside, Alice cannot see this message 
- When Bob reveals the content of the box, he cannot lie about what was actually inside

Tail

Solution - Core Component

A commitment scheme is a cryptographic primitive that securely realizes the above object. More 
precisely, a commitment scheme is a pair of algorithms (Commit, Open) such that: 
- Commit(m;r), with message m and randomness r, produces a commitment c and an opening d 
- Verify(c,m,d), on input a commitment c, a message m, and an opening d, output ‘yes’ or ‘no’. 
 
A commitment scheme must satisfy two properties:  
- hiding: for all pairs (m, m’), Commit(m) and Commit(m’) are computationally indistinguishable. 
- binding: for any commitment c, no PPT adversary can find (m,d) and (m’,d’) with m =/= m’, such 
that Verify(c,m,d) = Verify(c,m’,d’) = 1.



The core object used to solve the problem is a box with a message inside. Looking at the solution, 
there are two properties which we wanted from this object: 
- When she receives a box with a message inside, Alice cannot see this message 
- When Bob reveals the content of the box, he cannot lie about what was actually inside

Tail

Solution - Core Component

-> hiding
-> binding

A commitment scheme is a cryptographic primitive that securely realizes the above object. More 
precisely, a commitment scheme is a pair of algorithms (Commit, Open) such that: 
- Commit(m;r), with message m and randomness r, produces a commitment c and an opening d 
- Verify(c,m,d), on input a commitment c, a message m, and an opening d, output ‘yes’ or ‘no’. 
 
A commitment scheme must satisfy two properties:  
- hiding: for all pairs (m, m’), Commit(m) and Commit(m’) are computationally indistinguishable. 
- binding: for any commitment c, no PPT adversary can find (m,d) and (m’,d’) with m =/= m’, such 
that Verify(c,m,d) = Verify(c,m’,d’) = 1.



Commitment Scheme: Coin-Flipping Over the Phone
We can finally provide a full solution to our problem:

c = Commit(‘tail’;r)
‘head’

‘tail’, opening d

Verify(c,’tail’,d) = 1 ?



Commitment Scheme - Constructions
From a pseudorandom number generator: 

• This commitment scheme will be interactive: the Commit algorithm is actually a 
two-party protocol between the committer and the verifier.


• Bob selects a random -bit vector  and sends it to Alice


• Alice selects a random seed  and compute 


• Commit: if , send , else send .


• Open: send , Bob can then check .


• Statistical hiding: find  such that 


• Computational binding: 

3n x

s y = 𝖯𝖱𝖦(s)

b = 1 y z = x ⊕ y

s z = 𝖯𝖱𝖦(s) or 𝖯𝖱𝖦(s) ⊕ x

(s, s′ ) 𝖯𝖱𝖦(s) = 𝖯𝖱𝖦(s′ ) ⊕ x . . .

𝖯𝖱𝖦(s) ≈  random



Commitment Scheme - Constructions
From a collision-resistant hash function (e.g. SHA-256):


•  is a function such that, for any , it is hard to find  with .


• Commit( ): pick a random string  with , set .


• Open: reveal . Verify( ): check that  and .

H y x1 ≠ x2 H(x1) = H(x2)

b r r = b mod 2 c = H(r)

r c, b, r r = b mod 2 c = H(r)
Security analysis:


• Binding: follows directly from the collision resistance.


• Hiding:   pretty hard - we will not do it.

Note: there are constructions from pretty much anything you can think of - 
pseudorandom generators, AES, RSA, DDH, any standard cryptographic 
primitive…



Zero-Knowledge Proofs



Second Tool: Zero-Knowledge Proofs
Scenario: you just solved a millenium problem, can you prove it to your friends?



A Bit of Formalism: P, NP, Interactive Proofs

•  A language L is a set of bitstrings. 


•  P is the class of all languages which can be decided in polynomial time. More formally: a language  
is in P if there exists a polynomial-time Turing machine which, for any n, on input a bitstring , 
runs in time poly(n) and outputs 1 if and only if x belongs to .


•  NP is the class of all languages  which admit an efficient (i.e. polytime) proof of membership. More 
formally: a language  is in NP if there exists a polynomial-time Turing machine M such that 
 
                                     . 
 
Intuitively, the statements of the form ‘x belongs to ’ for some NP language  capture all efficiently 
verifiable statements.


•  A language  is NP-complete if  is in NP, and the existence of a polytime algorithm for  implies 
the existence of a poly time algorithm for any language of NP.

ℒ
x ∈ {0,1}n

ℒ

ℒ
ℒ

ℒ = {x ∈ {0,1}* : ∃w, |w | = 𝗉𝗈𝗅𝗒( |x | ) ∧ M(x, w) = 1}

ℒ ℒ

ℒ ℒ ℒ

Some basics of complexity theory:



Zero-Knowledge Proofs: Definition
A zero-knowledge proof of knowledge (ZKPoK) provides a mechanism to demonstrate that you know the 
proof of a statement (e.g. a theorem), without revealing anything beyond the fact that the statement is 
true (and that you know a proof).
More formally: a zero-knowledge proof is an interactive protocol between a prover and a verifier.

Prover (with witness w) Verifier
A zero-knowledge proof for ‘x belongs to the language ’ must satisfy three properties:


•  Correctness: if indeed x belong to  and the prover (with w) follows the protocol, the verifier accepts.


•  Soundness: if x does not belong to , no cheating prover can cause the verifier to accept.


•  Zero-knowledge: there is a simulator which, for any x in , can simulate (without w) the interaction

ℒ

ℒ

ℒ

ℒ

Common word (statement): x



Zero-Knowledge Proofs: Definition
A zero-knowledge proof of knowledge (ZKPoK) provides a mechanism to demonstrate that you know the 
proof of a statement (e.g. a theorem), without revealing anything beyond the fact that the statement is 
true (and that you know a proof).
More formally: a zero-knowledge proof is an interactive protocol between a prover and a verifier.

Prover (with witness w) Verifier
A zero-knowledge proof for ‘x belongs to the language ’ must satisfy three properties:


•  Correctness: if indeed x belong to  and the prover (with w) follows the protocol, the verifier accepts.


•  Soundness: if x does not belong to , no cheating prover can cause the verifier to accept.


•  Zero-knowledge: there is a simulator which, for any x in , can simulate (without w) the interaction
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Zero-Knowledge Proofs: Definition
A zero-knowledge proof of knowledge (ZKPoK) provides a mechanism to demonstrate that you know the 
proof of a statement (e.g. a theorem), without revealing anything beyond the fact that the statement is 
true (and that you know a proof).
More formally: a zero-knowledge proof is an interactive protocol between a prover and a verifier.

Prover (with witness w) Verifier
A zero-knowledge proof for ‘x belongs to the language ’ must satisfy three properties:


•  Correctness: if indeed x belong to  and the prover (with w) follows the protocol, the verifier accepts.


•  Soundness: if x does not belong to , no cheating prover can cause the verifier to accept.


•  Zero-knowledge: there is a simulator which, for any x in , can simulate (without w) the interaction

ℒ

ℒ

ℒ

ℒ

Common word (statement): x
Needs some 
a d d i t i o n a l 
power

-> gets the 
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verifier!



Zero-Knowledge Proofs of Knowledge: Definition
A zero-knowledge proof of knowledge (ZKPoK) solves our problem, and much more: it provides a 
mechanism to demonstrate that you know the proof of a statement (e.g. a theorem), without revealing 
anything beyond the fact that the statement is true (and that you know a proof).
More formally: a zero-knowledge proof is an interactive protocol between a prover and a verifier.

Prover (with witness w) Verifier
A zero-knowledge proof for ‘x belongs to the language ’ must satisfy three properties:


•  Correctness: if indeed x belong to  and the prover (with w) follows the protocol, the verifier accepts.


•  Extractability: There exists an extractor which, by rewinding the prover, can extract the witness


•  Zero-knowledge: there is a simulator which, for any x in , can simulate (without w) the interaction

ℒ

ℒ

ℒ

Common word (statement): x



Example: Deploying a Cellular Network

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

You are a telecom company deploying a new cellular communications network. The graph below is the 
network structure: nodes are radio towers, edges indicate overlaps. To avoid transmission 
interferences, each tower can be configured to one of three different frequencies.

Challenge: assigning a frequency to each tower such that no interference can occur. Some of you 
might have recognized an instance of the 3-coloring graph problem.

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
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Example taken from a great blog post by Matthew Green:

You are a telecom company deploying a new cellular communications network. The graph below is the 
network structure: nodes are radio towers, edges indicate overlaps. To avoid transmission 
interferences, each tower can be configured to one of three different frequencies.

Challenge: assigning a frequency to each tower such that no interference can occur. Some of you 
might have recognized an instance of the 3-coloring graph problem.

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


Example: Deploying a Cellular Network

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

I found a coloring and will send it to you once you pay me

I’ll only pay you if I’m sure you found a coloring

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

C1

C2
C3

C4

C5
C6

C7

C8

C9

C10
C11 Pick an association: colors 

{red,bue,purple} <-> letters {A,B,C}
Find a coloring and commit to the 
letters for each node.

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

C1

C2
C3

C4

C5
C6

C7

C8

C9

C10
C11 Pick an association: colors 

{red,bue,purple} <-> letters {A,B,C}
Find a coloring and commit to the 
letters for each node.

Pick an edge and challenge 
Google to open the nodes.

Open C3 - C7 

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

C1

C2
C3

C4

C5
C6

C7

C8

C9

C10
C11 Pick an association: colors 

{red,bue,purple} <-> letters {A,B,C}
Find a coloring and commit to the 
letters for each node.

Pick an edge and challenge 
Google to open the nodes.

Open C3 - C7 

Send the opening to Alice’s query.
(‘A’, d3), (‘B’, d7)

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

C1

C2
C3

C4

C5
C6

C7

C8

C9

C10
C11 Pick an association: colors 

{red,bue,purple} <-> letters {A,B,C}
Find a coloring and commit to the 
letters for each node.

Pick an edge and challenge 
Google to open the nodes.

Open C3 - C7 

Send the opening to Alice’s query.
(‘A’, d3), (‘B’, d7)

Accept if Verify(‘letter3’,d3) = Verify(‘letter7’,d7) = 1 and 
letter3 =/= letter7; otherwise, reject.

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

C1

C2
C3

C4

C5
C6

C7

C8

C9

C10
C11 Pick an association: colors 

{red,bue,purple} <-> letters {A,B,C}
Find a coloring and commit to the 
letters for each node.

Pick an edge and challenge 
Google to open the nodes.

Open C3 - C7 

Send the opening to Alice’s query.
(‘A’, d3), (‘B’, d7)

Accept if Verify(‘letter3’,d3) = Verify(‘letter7’,d7) = 1 and 
letter3 =/= letter7; otherwise, reject.

Correctness: check it.

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

C1

C2
C3

C4

C5
C6

C7

C8

C9

C10
C11

Pick a random edge, commit to 
two random letter in {A,B,C} for this 
edge, and 0 for all other nodes.

If Alice’s code return this edge, 
open it, otherwise, restart.

Pick an edge and challenge 
Google to open the nodes.

Open C3 - C7 

(‘A’, d3), (‘B’, d7)

Zero-Knowledge

Convince yourself that this produces a transcript indistinguishable from a honest transcript

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

C1

C2
C3

C4

C5
C6

C7

C8

C9

C10
C11 Since Google does not know a 3 - 

coloring, there must exist an edge 
between nodes associated to the 
same letterOpen C3 - C7 

(‘A’, d3), (‘B’, d7)

Soundness: 1/|E|

Alice picks this edge with prob 1/|E|
Google cannot open this edge to 
different letters without breaking the 
binding property of the commitment.

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/


A Zero-Knowledge Protocol

https://blog.cryptographyengineering.com/2014/11/27/zero-knowledge-proofs-illustrated-primer/
Example taken from a great blog post by Matthew Green:

C1

C2
C3

C4

C5
C6

C7

C8

C9

C10
C11 Since Google does not know a 3 - 

coloring, there must exist an edge 
between nodes associated to the 
same letterOpen C3 - C7 

(‘A’, d3), (‘B’, d7)

Repeat all n*|E| times

Alice picks this edge with prob 1/|E|
Google cannot open this edge to 
different letters without breaking the 
binding property of the commitment.

✓
1� 1

|E|

◆n·|E|
= e�n
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A Zero-Knowledge Protocol for any Statement
•  We just gave a zero-knowledge proof system for membership to the 3-colorable language


•  3-coloring is NP-complete: any problem in NP can be transformed (in polynomial time) into an instance 
of the 3-coloring problem


•  This gives a zero-knowledge proof for any problem in NP: take the target NP problem, transform it into 
an instance of 3-coloring (the word is mapped to a graph and the NP-witness is mapped to a 3-coloring 
of the graph), and use the zero-knowledge proof to show knowledge of the witness.

Getting a zero-knowledge proof of knowledge

•  We only gave a zero-knowledge proof of membership. To get a zero-knowledge proof of knowledge, we 
need a property stronger than soundness: extractability. 

•  There are standard techniques to achieve this stronger property. Example: use an extractable 
commitment (for example, a public key encryption scheme: the secret key is the extraction trapdoor).



Wrapping Up: Secure Computation against Malicious Adversaries

Honest-But Curious Protocol Malicious Protocol

•  The honest-but-curious protocol is in the broadcast model: each message is sent to everyone.


•  Formalize the protocol as being a function NextMessage: NextMessage takes as input 
- The input of the current player 
- The random tape of the current player 
- The current transcript (i.e., the list of all message received during the protocol so far) 
and outputs the next message sent by the current player to all players.
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Wrapping Up: Secure Computation against Malicious Adversaries

Honest-But Curious Protocol
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Malicious Protocol
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•  Start from the honest-but-curious protocol. Let all parties use a commitment to commit to their 
input and their random tape before starting the protocol.


•  Each time a player sends a message in the honest-but-curious protocol, he additionally performs 
a zero-knowledge proof of knowledge with all other players in the protocol, to prove the 
following statement: ‘I know an input x and a random tape r such that (1) the commitments sent in 
the first flow are valid commitments to x and r, and (2) the message I just send is equal to 
NextMessage(x, r, transcript)



Wrapping Up: Secure Computation against Malicious Adversaries

Honest-But Curious Protocol
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Malicious Protocol
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x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

GMW

•  Start from the honest-but-curious protocol. Let all parties use a commitment to commit to their 
input and their random tape before starting the protocol.


•  Each time a player sends a message in the honest-but-curious protocol, he additionally performs 
a zero-knowledge proof of knowledge with all other players in the protocol, to prove the 
following statement: ‘I know an input x and a random tape r such that (1) the commitments sent in 
the first flow are valid commitments to x and r, and (2) the message I just send is equal to 
NextMessage(x, r, transcript) => this is an NP statement with witness (x, r, randomness_commit)!



Wrapping Up: Secure Computation against Malicious Adversaries

Honest-But Curious Protocol

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

Malicious Protocol

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

GMW

•  Security (intuition): the zero-knowledge proofs do not harm the semi-honest security of the 
underlying protocol (proof: replace the parties by the ZK simulator). If the parties follow the 
protocol, we know that it securely emulates the functionality. But if any party ever deviates from 
the protocol, then by soundness of the ZK proof, he gets ‘caught’ by everyone, and the protocol 
terminates (it is equivalent to leaving the protocol, which is always an option).



Wrapping Up: Secure Computation against Malicious Adversaries

Use ElGamal to 
build public key 
encryption with 
oblivious keys

Build a semi-
honest OT

OT
b

sb
<latexit sha1_base64="c+ULyrvPUxWhoY6ssTMfkfkfSCc="></latexit><latexit sha1_base64="c+ULyrvPUxWhoY6ssTMfkfkfSCc="></latexit><latexit sha1_base64="c+ULyrvPUxWhoY6ssTMfkfkfSCc="></latexit><latexit sha1_base64="c+ULyrvPUxWhoY6ssTMfkfkfSCc="></latexit>

;
<latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit><latexit sha1_base64="vErt6Xr0g8xFP1qDgBNpngOrmBA="></latexit>

Build 2-party 
secure AND

Build n-party 
secure AND

Use it + secret 
sharing in GMW

x1
<latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit><latexit sha1_base64="DX1uwSc38lR9bYoBXA8HABm8R7s="></latexit>

x2
<latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit><latexit sha1_base64="OubOOQVArdtEclGlVVZy/dVXYQ0="></latexit>

x3
<latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit><latexit sha1_base64="RnocekQIQM/FAK0q5UJr/sufEpc="></latexit>

x4
<latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit><latexit sha1_base64="K9VMtWf62OIvFTh0k8Ys9Zjn3ao="></latexit>

x5
<latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit><latexit sha1_base64="nNAZSBqwwEmUB1wd7YtYGwbKbX4="></latexit>

Use (e .g . ) a 
PRG to build a 
c o m m i t m e n t 
scheme

Build a ZK for NP Use the GMW 
c o m p i l e r o n 
GMW

GMW

Bonus: 


same function 
t o d iff e r e n t 
functions

Bonus:


deterministic 
to randomized



That’s all for today!

couteau@irif.fr

If you have any question after the lesson:

mailto:couteau@irif.fr

